COMISION

DE JUEGOS

PRGC-2: On-Line Monitoring and Control
Systems (MCS) For Route Machines

Version: 1.0

Release Date: June 21st, 2024




About This Standard

This equipment standard has been produced by Gaming Laboratories International, LLC
(GLI) for the purpose of providing independent technical analysis and/or certifications to
gaming industry stakeholders for the Puerto Rico Route market indicating the state of
compliance for gaming operations and systems with the requirements set forth herein.

This document is intended to be used by Wholesale Machine Owner/Operators and
industry suppliers as a compliance guideline for technologies and procedures pertaining
to gaming for the Puerto Rico Route market. This standard is not intended to represent a
set of prescriptive requirements that every Electronic Monitoring System and Wholesale
Machine Owner or Operators shall comply with; however, it does establish a standard
regarding the technologies and procedures used to facilitate these operations.

Wholesale Machine Owner or Operators and suppliers are expected to provide internal
control documents, credentials and, associated access to a production equivalent test
environment with a request that it be evaluated in accordance with this equipment
standard. Upon completion of testing, the independent testing laboratory will provide a
certificate of compliance evidencing the certification to this Standard.
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CHAPTER 1

1.0 OVERVIEW - STANDARDS FOR MONITORING AND CONTROL SYSTEMS
(MCS)

1.1 Introduction

1.1.1 On-line Monitoring and Controls System Defined. An On-line Monitoring and

Control System (MCS) is a game management system that continuously monitors each
Electronic Gaming Device via a defined communication protocol by either a dedicated
line, dial-up system, or other secure transmission method. A MCS is primarily tasked to

provide logging, searching, and reporting of gaming Significant Events, collection of

individual device financial and meter data, reconciliation of meter data against hard and

soft counts, and System Security outlined in section 4.0 of this document.

1.1.2 Internal Connection System of Each Wholesale Owner or Operator — means

the systems chosen by the Wholesale Owners that will connect the Gambling Machines
in Routes of each Wholesale Owner or Operator which will be certified by the Puerto Rico
Gaming Commission.
a) It will be an indispensable requirement for the operation of the machines, and this will
record the following data for each connected machine at a location:
a. equipment,
platform,
games,
their versions,

the connection security record,

~ ® o o T

the prizes paid and the record of the income generated by the activity of the

machines.

b) This data will be transmitted to the Commission for verification and validation as
required.

c) The Commission will have access to the information of said system as required and

may carry out the necessary audits to certify the operation of this system.
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1.1.3 Phases of Certification. The approval of an On-line Monitoring and Control

System shall be certified in two phases:

a) Initial laboratory testing, where the laboratory will test the integrity of the system in
conjunction with Gaming Devices, in the laboratory setting with the equipment
assembled; and

b) On-site certification where the communications and set up are tested on as

installed and configured in the field, prior to implementation.
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1.2  Graphical Overview

1.2.1 General Statement. The purpose of this section is to lend a visual depiction

of a generic On-line Monitoring and controls computer system and is not intended to
mandate any particular component or system topology providing functionality is
maintained. The terms used throughout this document will be represented in a block

diagram format to clarify individual components.

- - Multiple
Gaming Device Gaming
Devices
Interface Element
Multiple
/ =
Data Collectors

Monitoring And
Control Systems
(MCS)

Front End Processor
(FEP)

1L

Servers w/ Databases & Workstations

In the illustration above, this standard applies to all components referenced other than
the Gaming Device. The requirements for the Gaming Device are defined in the
applicable Device Standard. This document will only concern communications from the
Gaming Device to the MCS, and not in the reverse order, with the exception of the

Ticket/Voucher Validation System Requirements that are incorporated within Chapter 4.
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1.3 Acknowledgment of Other Standards Reviewed

1.3.1 General Statement. These Standards have been developed by reviewing and

using portions of the documents below.
a) GLI-13 Technical Standards.
b) Law 11 of 1933, as amended by Law 42 2024.

1.4  Purpose of Standard

1.4.1 General Statement. The purpose of this technical standard is as follows:

a) To eliminate subjective criteria in analyzing and certifying gaming Monitoring and
Control System operation.

b) To only test those criteria which impact the credibility and integrity of gaming from
both the Revenue Collection and game play point of view.

C) To create a standard that will insure that On-Line Monitoring and Control Systems
(MCS) And Validation Systems in Casinos/Slot Routes are fair, secure, and able
to be audited and operated correctly.

d) To distinguish between local public policy and laboratory criteria.

e) To recognize that non-gaming testing (such as Electrical Testing) should not be
incorporated into this standard but left to appropriate test laboratories that
specialize in that type of testing. Except where specifically identified in the
standard, testing is not directed at health or safety matters. These matters are the
responsibility of the manufacturer, purchaser, and operator of the equipment.

f) To construct a standard that can be easily changed or modified to allow for new
technology.

0) To construct a standard that does not specify any particular technology, method,
or algorithm. The intent is to allow a wide range of methods to be used to conform
to the standards, while at the same time, to encourage new methods to be

developed.

1.4.2 No Limitation of Technology. One should be cautioned that this document

should not be read in such a way that limits the use of future technology. The document
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should not be interpreted as if the technology is not mentioned, then it is not allowed.
Quite to the contrary, as new technology is developed, we will review this standard, make

changes and incorporate new minimum standards for the new technology.

1.4.3 Scope of Standard. This standard will only govern On-Line Monitoring and

Control Systems (MCS) and Validation System requirements necessary to achieve
certification when interfaced to Gaming Devices, for the purpose of communicating

mandatory security events and electronic meters.

1.4.4 Exceptions to Standard. This standard does not govern MCS requirements for

any other form of monetary transaction. This standard also does not govern advanced
bi-directional communication protocols (i.e. EFT, AFT, Bonusing, Promotional, System
Based Progressives, features that utilize an RNG, etc.) that support credit transfer
between Gaming Device and MCS. This standard only supports one-way communication
of events originated at the Gaming Device level to the MCS with the exception of the
Ticket/Voucher Validation System Requirements that are incorporated within Chapter 4.
This standard does not exclude Gaming Devices that operate with Cashless transactions
for the purpose of communicating mandatory security events and electronic meters. This
infers that all relevant monetary transactions at the EGD level are handled via electronic
transfer through a secure communication protocol. These device types shall meet the
applicable requirements set forth herein, specifically governing metering information and

significant events in addition to other standards that may apply.
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CHAPTER 2
2.0 SYSTEM COMPONENT REQUIREMENTS
2.1 Interface Element Requirements

2.1.1 General Statement. Each Gaming Device installed in the authorized venue must

have a device or facility (interface element) installed inside a secure area of the Gaming
Device, that provides for communication between the Gaming Device and an external
Data Collector.

2.1.2 Metering Requirements. If not directly communicating Gaming Device meters,

the interface element must maintain separate electronic meters, of sufficient length, to
preclude the loss of information from meter rollovers, or a means to identify multiple
rollovers, as provided for in the connected Gaming Device. These electronic meters
should be capable of being reviewed on demand, at the interface element level via an

authorized access method, see also Section 3.3 ‘Meters.’

2.1.3 Battery Backup Requirements. The interface element must retain the required

information after a power loss for a period determined by the regulatory agency. If this
data is stored in volatile RAM, a battery backup must be installed within the interface

element, see also Section 3.3 ‘Meters.’

2.1.4 Information Buffering. If unable to communicate the required information to the

MCS, the interface element must provide a means to preserve all mandatory meter and
significant event information until such time as it can be communicated to the MCS, see

also Section 3.2, ‘Significant Events’ and Section 3.3 ‘Meters.” Gaming Device operation

may continue until critical data will be overwritten and lost.

2.1.4.1 Comprehensive Checks Comprehensive checks of interface element critical

memory shall be made during each power resumption (this includes interface element
restart). Upon resumption, the integrity of all interface element critical memory shall be

checked.
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2.1.5 Address Requirements. The interface element must allow for the association of

a unique identification number to be used in conjunction with a Gaming Device file on the
MCS. This identification number will be used by the MCS to track all mandatory
information of the associated Gaming Device. Additionally, the MCS should not allow for

duplicate Gaming Device file entry of this identification number.

2.1.6 Configuration Access Requirements. The interface element

setup/configuration menu(s) must be not be available unless using an authorized access

method.

2.2  Front End Controller and Data Collector Requirements

2.2.1 General Statement. A MCS may possess a Front End Processor (FEP) that

gathers and relays all data from the connected Data Collectors to the associated
database(s). The Data Collectors, in turn, collect all data from connected Gaming
Devices. Communication between components must be via an approved method and at

a minimum conform to the Communication Protocol requirements stated in Section 3.1 of

this document. If the FEP maintains buffered/logging information, then a means shall exist

which prevents the loss of critical information contained herein.

2.3  Server and Database Requirements

2.3.1 General Statement. A MCS will possess a Server(s), networked system or

distributed systems that direct overall operation and an associated database(s) that

stores all entered and collected system information.

2.3.2 System Clock. A MCS must maintain an internal clock that reflects the current

time (24hr format - which is understood by the local date/time format) and date that shall

be used to provide for the following:
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a) Time stamping of Significant Events;

b) Reference clock for reporting; and

c) Time stamping of configuration changes.

2.3.3 Synchronization Feature. If multiple clocks are supported the MCS shall have a

facility whereby it is able to update those clocks in MCS components, whereby conflicting

information could occur.

2.3.4 Database Access. The MCS shall have no built-in facility whereby a Casino / Slot

Route user/operator can bypass system auditing to modify the database directly. Casino
/ Slot Route Operators will maintain secure access control.

2.3.5 Accessibility by the Commission. The Commission must have access to view

all information contained on the system.

a) The system must offer full transparency to the Commission to allow for audit

functions.

b) The system must record 100% of all transactions performed at any Gaming Device

or other terminal type connected to the system.

2.4  Workstation Requirements

2.4.1 Jackpot/Fill Functionality. A MCS System must have an application or facility

that captures and processes every hand pay message from each Gaming Device. Hand
pay messages must be created for single wins (jackpots), progressive jackpots and
accumulated credit cash outs (canceled credits), which result in hand pays. A Fill (deposit
of a pre-determined, or otherwise properly authorized, token amount in a Gaming
Device’s hopper) is normally initiated from a hopper empty message while a Credit
(removal of excess tokens from a Gaming Device) is normally user initiated. An allowable
exception to fill initiation would be where the system provides preventative or

maintenance fill functionality, in which the transaction may be initiated by the system or
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an authorized user. Once captured, there must be adequate access controls to allow for

authorization, alteration, or deletion of any of the values prior to payment or execution.

2.4.2 Surveillance/Security Functionality. A MCS shall provide an interrogation

program that enables on-line comprehensive searching of the significant event log for the
present and for the previous 14 days through archived data or restoration from backup
where maintaining such data on a live database is deemed inappropriate. The
interrogation program shall have the ability to perform a search based at least on the
following:

a) Date and Time range;

b) Unique interface element/Gaming Device identification number; and

c) Significant event number/identifier.

2.4.3 Gaming Device Management Functionality. A MCS must have a master “Slot

file” which is a database of every Gaming Device in operation, including at minimum the
following information for each entry. If the MCS retrieves any of these parameters directly
from the Gaming Device, sufficient controls must be in place to ensure accuracy of the

information.

a) Unique interface element/location identification number;

b) Gaming Device identification number as assigned by the casino /Slot Route;

c) Denomination of the Gaming Device (please note that the denomination may
reflect an alternative value, in the case of a multi-denomination game);

d) Theoretical hold of the Gaming Device; and

e) Control program(s) within Gaming Device.

2.4.4 Accounting Functionality. A MCS must have an application or facility that allows

controlled access to all accounting (financial) information and shall be able to create all

mandatory reports in the ‘Reporting Requirements,” Section 3.4, as well as all Internal

Control required reports, if specified.
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2.4.5 Exclusions. Generally, any system (component) not specified in this document
that impacts revenue reporting must be submitted to the laboratory for test. For example,
Standalone Player Tracking Systems are not required for submission unless their function
includes embedded feature(s) that affect revenue. (However, they may be tested for

operation and version control if an integrated feature of a MCS submission.)
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CHAPTER 3

3.0 SYSTEM REQUIREMENTS
3.1 Communication Protocol

3.1.1 General Statement. The system must support a defined communication

protocol(s) and function as indicated by the communication protocol(s). A MCS must

provide for the following:

a) All critical data communication shall be protocol based and/or incorporate an error
detection and correction scheme to ensure an accuracy of ninety-nine percent
(99%) or better of messages received,

b) All critical data communication that may affect revenue and is unsecured either in
transmission or implementation shall employ encryption. The encryption algorithm
shall employ variable keys, or similar methodology to preserve secure
communication; and

C) All communication performed within the system, in its entirety, must accurately

function as indicated by the communication protocol that is implemented.

3.1.2 Technology_Reguirements for Interconnection Systems for Gaming

Machines. The connectivity systems installed in the Gaming Machines must comply

with the technological requirements.

a) The systems must offer a solution that allows the connectivity of all the Gaming

Machines of each Wholesale Owner that are authorized in Puerto Rico.

b) The connection of the systems must have the ability to offer financial details and the

specific use of each Gaming Machine.
c) The systems should allow the Commission direct access to all information.

d) Technology should offer its users the ability to generate reports on the finances

associated with each Gaming Machine.

e) The systems should provide full transparency vis-a-vis the Commission, so that the

Commission can carry out its audit functions.
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f) Systems must have the ability to integrate with other technologies.

g) The systems must offer a replica of the processing and protection within Puerto
Rico, to guarantee the security of the information, as well as the communication and

knowledge of the location of each Gaming Machine.

h) The systems must use as their main means of communication, a "wireless
broadband" or wired technology through the Internet which allows connectivity of
their sensors throughout the country whose network offers high quality services.

i) Systems must be created specifically for the needs of local Gaming Machines and
with the ability to customize the needs of the Commission that will oversee the

process.

J) The systems must have the operational capacity to collect one hundred percent
(100%) of the transactions of the Gaming Machines.

k) The systems must have encryptions at least for all external communications

between venues and application servers.

3.2  Significant Events

3.2.1 General Statement. Significant events are generated by a Gaming Device and

sent via the interface element to the MCS utilizing an approved communication protocol.

Each event must be stored in a database(s), which includes the following:

a) Date and time which the event occurred; and
b) Identity of the Gaming Device that generated the event; and
C) A unigue number/code that defines the event; or

d) A brief text that describes the event in the local language.

3.2.2 Significant Events. The following significant events must be collected from the

Gaming Device and transmitted to the system for storage:
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b)

f)
9)
h)

Power Resets or power failure;

Hand pay Conditions (amount needs to be sent to the system):

I. Gaming Device Jackpot (An award in excess of the single win limit of the
Gaming Device);

il. Cancelled Credit Hand pay; and

iii. Progressive Jackpot (As per Jackpot above.)

Door Openings (any door that accesses a critical area on the Gaming Device).

Door switches (discrete inputs to the interface element) are acceptable if their

operation does not result in redundant or confusing messaging.

Coin or Token-In errors (It is acceptable to report Coin-In Jam, Reverse Coin-In

and Coin Too Slow as a generic “Coin-In Error”):

Bill (Item) Validator Errors (‘" and ‘i’ should be sent as a unique message, if

supported by the communication protocol):

i. Stacker Full (it is recommended that an explicit “stacker full” error message
not be utilized since this may promote a security issue, rather “Bill Validator
Malfunction” or equivalent); and

il. Bill (Item) Jam.

Gaming Device Low RAM Battery Error;

Reel Spin Errors (if applicable with individual reel number identified);

Coin or Token-Out Errors (should be sent as unique messages if supported in the

protocol):

i. hopper jams;

il. hopper runaways or extra coins paid out; and

iii. hopper empties.

Printer Errors (if printer supported):

I. Printer Empty/Paper Low; and

i Printer Disconnect/Failure.

3.2.3 Priority Events. The following significant events must be conveyed to the MCS

where a mechanism must exist for timely notification (it is permissible for the following
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significant events to be sent to the system as a generic error code) in cases where the

game is unable to distinguish the specifics of the event:

a) Loss of Communication with Interface element;

b) Loss of Communication with Gaming Device;

C) Memory corruption of the Interface element, if storing critical information; and
d) RAM corruption of the Gaming Device.

3.3 Meters

3.3.1 General Statement. Metering information is generated on a Gaming Device and

collected by the interface element and sent to the MCS via a communication protocol.
This information may be either read directly from the Gaming Device or relayed using a
delta function. Metering information on the MCS shall be labeled so they can be clearly
understood in accordance to their function.

3.3.2 Required Meters. The following metering information must be communicated

from the Gaming Device and stored on the system in units equal to the denomination of
the gaming device or in dollars and cents:

a) Coin In;

I. The System shall maintain Paytable Coin-In and theoretical payback
percentage information provided by the gaming device for each multi-game
or multi-denomination/multi-game.

il. The System shall maintain Paytable Coin-In and weighted average
theoretical payback percentage information provided by each gaming
device which contain paytables with a difference in theoretical payback
percentage which exceeds 4 percent between wager categories

iii. Coin In is the total amount of coins or credits played in a machine game
cycle and the Coin Out is the total amount of coins paid out of the machine
for said game cycle
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NOTE: This does not apply to Keno or Skill Games.

b) Coin Out:

C) Total Coin-Drop (coins-dropped or total value of all coins, bills and ticket/vouchers
dropped);

d) Attendant Paid Jackpots (hand-pays);

e) Attendant Paid Cancelled Credits (if supported on Gaming Device);

f) Physical Coin In

0) Physical Coin Out

h) Bills In (total monetary value of all bills accepted);

i) Ticket/Vouchers Out

)] Machine Paid External Bonus Payout

k) Attendant Paid External Bonus Payout

)] Attendant Paid Progressive Payout

m) Machine Paid Progressive Payout

n) Ticket/Vouchers In (total monetary value of all ticket/vouchers accepted)

NOTE: Please refer to the device standards for the electronic accounting meters that are
to be maintained by the Gaming Device. While these electronic accounting meters should
be communicated directly from the Gaming Device to the MCS, it is acceptable to use

secondary MCS calculations where appropriate.

3.3.3 Clearing Meters. An interface element should not have a mechanism whereby

an unauthorized user can cause the loss of stored accounting meter information, see also

Section 3.1.4 ‘Information Buffering.’

3.4 Reporting Requirements
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3.4.1 General Statement. Significant event and metering information is stored on the

MCS in a database and accounting reports are subsequently generated by querying the

stored information.

3.4.2 Required Reports. Reports will be generated on a schedule determined by the

Gaming Commission, which typically consists of daily, monthly, yearly period, and life to
date reports generated from stored database information. Reports must be available
when requested in electronic format, ie, pdf, csv, or other as required by the commission.

These reports at minimum will consist of the following:

a) Net Win/Revenue Report for each Gaming Device, authorized location and
licensed operator;

b) Drop Comparison Reports for each medium dropped (examples = coins, bills) with
dollar and percent variances for each medium and aggregate for each type;

C) Metered vs. Actual Jackpot comparison Report with the dollar and percent
variances for each and aggregate;

d) Theoretical Hold vs. Actual Hold comparison with variances;

e) Significant Event Log for each Gaming Device; and

f) Other Reports, as required by individual jurisdictions.

NOTE: It is acceptable to combine reporting data where appropriate (e.g., revenue,

theoretical/actual comparison)

NOTE: For additional revenue reporting requirements when ticket/voucher drop Gaming

Devices are interfaced, please see Ticket/-Validation System Requirements,’ section 4.0

of this document.

3.5 Security Requirements

3.5.1 Access Control. The MCS must support either a hierarchical role structure

whereby user and password define program or individual menu item access or logon
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program/device security based strictly on user and password or PIN. In addition, the MCS
shall not permit the alteration of any significant log information communicated from the
Gaming Device. Additionally, there should be a provision for system administrator
notification and user lockout or audit trail entry, after a set number of unsuccessful login

attempts.

3.5.2 Data Alteration. The MCS shall not permit the alteration of any accounting or

significant event log information that was properly communicated from the Gaming Device
without supervised access controls. In the event financial data is changed, an automated

audit log must be capable of being produced to document:

a) Data element altered;

b) Data element value prior to alteration;
C) Data element value after alteration;
d) Time and Date of alteration; and

e) Personnel that performed alteration (user login).

3.6  Additional System Features

3.6.1 Gaming Device Program Verification Requirements. A MCS must provide

redundant functionality to check Gaming Device game software. Although the overhead
involved can potentially impede Gaming Device and MCS operation, the following

information must be reviewed for validity prior to implementation:

a) Software signature algorithm(s); and

b) Data communications error check algorithm(s).

3.6.3 ELASH Download Reguirements. If supported, a MCS may utilize FLASH

technology to update interface element software if all of the following requirements are

met:
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a) FLASH Download functionality must be, at a minimum, password protected, and
should be at a supervisor level. The MCS can continue to locate and verify versions
currently running but it cannot load code that is not currently running on the system
without user intervention;

b) An audit log must record the time/date of a FLASH download and some provision
must be made to associate this log with, which version(s) of code was downloaded,
and the user who initiated the download. A separate FLASH Audit Log Report
would be ideal; and

C) All modifications to the download executable or flash file(s) must be submitted to
an independent test lab for approval. All flash files must be available to a regulator
to verify the signature.

NOTE: The above refers to loading of new system executable code only. Other program
parameters may be updated as long as the process is securely controlled and subject to

audit.

3.6.4 Remote Access Requirements. If supported, a MCS may utilize password

controlled remote access to a MCS as long as the following requirements are met:

a) Remote Access User Activity log is maintained depicting logon name, time/date,
duration, activity while logged in;

b) No unauthorized remote user administration functionality (adding users, changing
permissions, etc.);

C) No unauthorized access to database other than information retrieval using existing
functions;

d) No unauthorized access to operating system; and

e) If remote access is to be continuous basis then a network filter (firewall) should be

installed to protect access.
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NOTE: The MCS manufacturer may, as needed, remotely access the MCS and its
associated components for the purpose of product and user support with prior approval
by the Commission.

3.6.5 Verification of System Software. System software components/modules shall

be verifiable by a secure means (as defined in 3.5.1 Access Controls) at the system level
denoting Program ID and Version. The system shall have the ability to allow for an
independent integrity check of the components/modules from an outside source and is
required for all control programs that may affect the integrity of the system. This must be
accomplished by being authenticated by a third-party device, which may be embedded
within the system software (see NOTE below) or having an interface port for a third-party
device to authenticate the media. This integrity check will provide a means for field
verification of the system components/modules to identify and validate the programs/files.

The test laboratory, prior to system approval, shall approve the integrity check method.

NOTE: If the authentication program is contained within the system software, the

manufacturer must receive written approval from the test laboratory prior to submission.

3.7 Backups and Recovery

3.7.1 General Statement. The MCS shall have sufficient redundancy and

modularity so that if any single component or part of a component fails, gaming can
continue. There shall be redundant copies of each log file or system database or both on

the MCS with open support for backups and restoration.

3.7.2 Recovery Requirements. In the event of a catastrophic failure when the MCS

cannot be restarted in any other way, it shall be possible to reload the system from the
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last viable backup point and fully recover the contents of that backup, which must consist

of at least the following information:

a)
b)
c)
d)

e)

Significant Events;

Accounting information;

Auditing information;

Specific site information such as slot file, employee file, progressive set-up, etc;
and

If voucher issuance is supported, all information utilized in the voucher redemption
process including information specific to the redemption of offline vouchers if
applicable.
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CHAPTER 4

4.0 VOUCHER VALIDATION SYSTEM REQUIREMENTS
4.1 Introduction

4.1.1 General Statement. A ticket/voucher validation system may be entirely integrated

into a MCS or exist as an entirely separate entity. Ticket/Voucher validation systems are
generally classified into two types: bi-directional ticket/voucher systems that allow
Gaming Devices to print and redeem ticket/vouchers (TITO) and ticket/voucher out (TOO)
only systems that allow Gaming Devices to print ticket/'vouchers but do not allow
ticket/'voucher redemption. This chapter primarily addresses bi-directional ticket/voucher
systems. Where ticket/voucher out only systems are utilized, some of the following may

not apply.

4.1.2 Payment by Ticket/Voucher Printer. Payment by ticket/voucher printer as a

method of credit redemption on a Gaming Device is only permissible when the Gaming
Device is linked to an approved validation system or MCS that allows validation of the
printed ticket/voucher. Validation information shall come from the validation system or

MCS using a secure communication protocol.

4.2 Ticket/Voucher Issuance

421 Ticket/Voucher Information used by the Gaming Device while

communicating to a validation system. The ticket/voucher validation system must be

able to communicate the following ticket/voucher data to the Gaming Device to print on

the ticket/voucher.

a) Site Identifier;

b) Indication of an expiration period from date of issuance, or date and time the
ticket/voucher will expire (24 hr format which is understood by the local date/time
format) if applicable;

C) System date and time (24 hr format which is understood by the local date/time

format); and
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d) Ticket/Voucher validation number for the Gaming Device to generate the validation

number.

4.2.2 Algorithm for generating ticket/voucher validation numbers or seeds.

a) System Validation — the algorithm or method used by the validation system or

MCS to generate the ticket/voucher validation number must guarantee an
insignificant percentage of repetitive validation numbers.

b) Gaming Device generated validation number (system seed) — The validation

system must send a unique seed to the Gaming Device upon enrolling the Gaming
Device as ticket/voucher printing capable. The system may subsequently send a
new seed to the Gaming Device after a ticket/voucher is printed. The algorithm or
methods used to determine the seed must guarantee an insignificant percentage

of repetitive validation numbers.

4221 Algorithm for qgenerating offline ticket/voucher authentication

identifiers

If supported, the offline authentication identifier must be of a unique value that is derived
by a HASH or other secure encryption method of at least 128 bits, that will: uniquely
identify the wager instrument, verify that the redeeming system was also the issuing
system, and validate the amount of the voucher. The following minimum set of inputs

must be used to create the authentication identifier:

a) EGM identifier;
b) Validation number;
C) Voucher amount; and
d) Secure seed, key, etc. provided by the validation system or MCS to the Gaming
Device;
I. Secure seeds, keys, etc. as assigned must be sufficiently random.
Measures to avoid predictability will be reviewed by the test laboratory on a

case by case basis.
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The minimum length for any secure seeds, keys, etc. employed by the
validation system or MCS shall be chosen from a pool of the variable type
specified by the communication protocol utilized. The pool must be

comprised of at least 10 to the power of 14 randomly distributed values.

4.2.3 System Ticket/Voucher Records.

a) The validation system must retrieve the ticket/voucher information correctly based

on the secure communication protocol implemented, and store the ticket/voucher

information into a database.

b) The ticket/voucher record on the host system must contain at a minimum the

following ticket/voucher information:

Vi.

Vii.

Validation number;

Date and time the Gaming Device printed the ticket/voucher (24 hr format
which is understood by the local date/time format);

Type of transaction or other method of differentiating ticket/voucher types
(assuming multiple ticket/voucher types are available);

Numeric value of ticket/voucher in dollars and cents;

Status of ticket/voucher (i.e. valid, unredeemed, pending, void, invalid,
redemption in progress, redeemed, etc.);

Date and time the ticket/voucher will expire (24 hr format which is
understood by the local date/time format or expiration period from date of
issuance) if applicable;

Machine number (or Cashier/Change booth location number, if
ticket/'voucher creation outside the Gaming Device is supported) that

identifies where the ticket/voucher was issued from.

4.25 Ticket/Voucher Printing during loss of communication with validation

system.

For validation systems that communicate to a Gaming Device through an Interface

Board (also called SMIB, System Machine Interface Board), if any links between the
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Interface Board and the MCS database go down, the Interface Board must, if offline

vouchers routines are not supported:

a) Not respond to the validation request from the Gaming Device and stop
ticket/voucher printing, or

b) Prevent the Gaming Device from further ticket/voucher issuance, or

C) Not read or store any further ticket/voucher information generated by the Gaming

Device.

NOTE: A maximum of 2 (two) ticket/vouchers directly after loss of communication is
acceptable, in cases where the interface element has already been ‘seeded’ by the
system, provided the ticket/voucher issuance information is sent immediately, when

communication is reestablished.

4.3 Ticket/Voucher Redemption

4.3.1 Online Ticket/Voucher Redemption. Ticket/VVouchers can be redeemed at

Gaming Device, Cashier/Change booths or other approved Validation Terminals provided
they are enrolled for ticket/voucher validation with a validation system. (See the applicable

standard for Gaming Device ticket/voucher validation requirements).

a) The validation system must process ticket/voucher redemption correctly according
to the secure communication protocol implemented;

b) The validation system must update the ticket/voucher status on the database
during each phase of the redemption process accordingly. In other words,
whenever the ticket/voucher status changes, the system must update the
database; Upon each status change, the database must indicate the following
information:

I. Date and time of status change;
il. Ticket/Voucher status;
iii. Ticket/Voucher value;
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iv. Machine number or source identification from where the ticket/voucher

information came from.

4.3.2 Offline Ticket/Voucher Redemption. If supported, Offline Ticket/Vouchers can

be redeemed at Cashier/Change booth provided they are enrolled for ticket/voucher

validation with a validation system.

a) The validation system at a minimum must support the identification and redemption
of offline vouchers through a system provided application;

b) The validation system must process offline ticket/voucher redemption correctly
according to the secure communication protocol implemented;

C) The validation system must update the ticket/voucher status on the database
during each phase of the redemption process accordingly. In other words,
whenever the ticket/voucher status changes, the system must update the
database. Upon each status change, the database must indicate the following
information:

i. Date and time of status change;

il. Ticket/Voucher status;

iii. Ticket/Voucher value;

iv. Machine number or source identification from where the ticket/voucher

information came from.

4.3.3 Cashier/Change Booth Operation. All validation terminals shall be user and

password controlled. Once presented for redemption, the cashier shall:

a) Scan the bar code via an optical reader or equivalent; or

b) Input the ticket/voucher validation number manually; and

C) May print a validation receipt, after the ticket/voucher is electronically validated, if
applicable.
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4.3.4 Validation Receipt Information. If applicable, the validation receipt, at a

minimum, shall contain the following printed information:

a) Machine number;

b) Validation number;

C) Date and Time paid;

d) Amount; and

e) Cashier/Change Booth identifier.

4.3.5 Invalid Ticket/Voucher Notification. The validation system or MCS must have

the ability to identify these occurrences and notify the cashier that one of the following

conditions exists:

a) Ticket/Voucher cannot be found on file (stale date, forgery, etc.);

b) Ticket/Voucher has already been paid; or

C) Amount of ticket/voucher differs from amount on file (requirement can be met by
display of ticket/voucher amount for confirmation by cashier during the redemption

process).

4.3.6 Ticket/Voucher Redemption During Communication Loss. For validation

systems which do not support an offline voucher routine, if the system temporarily goes
down and validation information cannot be sent to the validation system, an alternate
method of payment must be provided either by the validation system possessing unique
features, (e.g., validity checking of ticket/voucher information in conjunction with a local
database storage), to identify duplicate ticket/vouchers and prevent fraud by reprinting
and redeeming a ticket/voucher that was previously issued by the Gaming Device; or use
of an approved alternative method as designated by the regulatory jurisdiction that will

accomplish the same.

NOTE: A maximum of 2 (two) ticket/vouchers directly after loss of communication
is acceptable, in cases where the interface element has already been
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‘seeded’ by the system, provided the ticket/voucher issuance information is
sent immediately, when communication is reestablished4.4 Reports

4.4.1 Reporting Reqguirements. The following reports shall be generated at a

minimum and reconciled with all validated/redeemed ticket/vouchers:

a) Ticket/Voucher Issuance Report;

b) Ticket/Voucher Redemption Report;

C) Ticket/Voucher Liability Report;

d) Ticket/Voucher Drop Variance Report

e) Transaction Detail Report must be available from the validation system that shows
all ticket/vouchers generated by a Gaming Device and all ticket/vouchers
redeemed by the validation terminal or other Gaming Device; and

Cashier Report, which is to detail individual ticket/vouchers, the sum of the
ticket/vouchers paid by Cashier/Change Booth or Redemption Terminal. 4.5
Security

45.1 Database and Validation Component Security. Once the validation information

is stored in the database, the data may not be altered in any way. The validation system
database must be encrypted or password-protected and should possess a non-alterable
user audit trail to prevent unauthorized access. Further, the normal operation of any
device that holds ticket/voucher information shall not have any options or method that
may compromise ticket/voucher information. Any device that holds ticket/voucher
information in its memory shall not allow removal of the information unless it has first
transferred that information to the database or other secured component(s) of the

validation system.
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