FUERTO RICO INNOWVATION
& TECHNOLOGY SERVICE

- PRITS &

v
L

GOBIERNO DE PUERTO RICO

B PRITS-2026-001
Service Contract Opportunity Notice (SCON)

Cybersecurity Assessments Services
State And Local Cybersecurity Grant Program

SCON Release March 24, 2026
Deadline for Submitting Questions or March 27%, 2026
Requests for Clarifications

Publication of Responses March 31*, 2026

Proposal Submission Deadline April 5, 2026




Table of Contents

ACronyms ANd DEfiNitiONS........eeeeeeeeeeveeveeeseeevesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 4
b SR 11 To [ 7o Lo o TR 6
1.1 State and Local Cybersecurity Grant Program for fiscal year 2022.....cccceeiiiiiiiiiiiniiiniisssississnnnns 7
1.2 I3 0 =T 1T =N 7
13 ODjJECLIVES ...ciiiieiieeeiceiiiireiieiseeeereeernenssseeeseeeenanssssssssseesnnnsssssssssesennnssssssssseeennasssssssenneannannen 8

2. SCON ProCEAUIES ...ccuuuueeeeiisiireennunsssiissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 9
2.1 SCON Documents ACQUISITION ...ccueuiiiiieeiiiiineeiiiiinniiiieeesisiineiinienesisiiessisiessssssienssssssssssssssnnsss 9
2.2 ¥ o 1= 3T - PPt 9
23 Communication With PRITS.........cciiiiiiiiiiiiiiniisssissiisssissssssssssssssssssssssssssssssssssssssssssssssssssssssssss 9
231 (o]0 Ao} 0] o1 = ot dF SR 9

2.3.2  Questions and Request for ClarifiCations .........c..ocooiiiiiiiiie ettt e 10

2.3.3 Prohibited COMMUNICAtIONS ...c..uiiiiiiii ettt e st e e st e e e s abe e e s st e e e seasaeessabeeeeas 10

2.3.4  SUDMISSION Of INQUITIES ...eiiiiiiieciiii ettt e et e e et e e ee e e e sbaeeeebaeeeestaeessaeaeessteeeessaeesassenas 10

24 Representations for Proposal SUbMISSIioN .........ccoiiveeeecciiiiiiiiiccc e ccee e eeeenneeeeees 11
2.5 Proposal Withdrawal..........ccoiieiiiiiiiiiiiininiinircnniresenreneenrenessssenesssssensssssssnssssssnnsnens 11
2.6 OWNership Of Proposals.......c..eccciiiiiiiieicicceeiieieienseeeesseeenennssseeesseeennnnssssssssesesnnnsssssssssssnnns 11

3. SUDBMISSION REQGUITEMENTLS ........eeeeeeeeereeeeeeereeeaniereenusssereensssessennssessensssossssnsssessenssssssennsns 12
3.1 Proposal FOrMat.....cciiiiiieiiiiiiiiiiiiiiiiiinienieneiesrresessenessessensssssssnssssssnssssssensssssssnssssssnnsnnns 12
3.2 Proposal Content and Checklist .......cccciiiieiiiiiiiiiiiiiiiiiiininiirsenrerienrrnesssesesssssenessessenennns 13
3.3 Proposal Execution REQUIFEMENLS .......ccceeeeeeieiiiiiiirenneieeerreeeennssssseesseeeesnsssssssssessesnnnnsssssses 13
3.4 SUbMIiSSION Of Proposals ........ccceiiiiiieeeciiiiiiieiieesccesrrreeneessssesseseennassssssssseeennnsssssssseseennnnnnns 14
3.5 Submission Requirements (Mandatory)........cccceeceeiirieeeeeeceiieereeeneessssissseeeennesssssssssseennsnnes 14
3.5.1  PropoSal SUBMISSION ...ceiuuiieiiiitieeieerite ettt sttt sttt et e s b e bt e st e s b e e sab e e saneeneeesneeeareas 15

3.5.2 (000 1YL= g =Y =] ST PUU PR PPPPPPRNE 15

3.5.3 EXECULIVE SUMIMIATIY .ttt et et et et et e ee e e ee e e e e aeseaeaeseseseaeaeseeaeesaeaeeeeseeeneeaeananans 15

3.5.4  QuAalifications Of the PrOPOSEr .......ccoccuiii ittt e e et e e et e e e e eata e e s abae e e s baeeeensaeeeeasanas 15

3.5.5  Proposed Action Plan/Work APProach.........c.eeceeiiieeieecieeeee ettt st stve et e e beeereeears 16

T I O] o ¥ [ £V PSSP 17

R T A S 1o F- T Tol = B =1 o 11 11 Y2 PR 18

3.5.8  AULhOFIZAtion REOUEST ... ..eiiiiiiiiieiiette ettt sttt sttt sbe e s b e et e st e saneesateesaneenneas 18

3.5.9  Organizational DOCUMENTAtION....ccc.eiiiiieiieitierte ettt ettt sttt e s beeebeesabeesnreennees 18
3.5.10 (ol e oY o Jo LY | SRR 18
3.5.11 (011 V=T PP UUPPRROt 19

4. SCOPEC Of SCIVICES.....ccvveeereirieeeriiiiieeiriesieeisiesisseisissssnsssessssmssssssssssssssssnssssssssnsssssssnsssssssnnsns 19
4.1 DelIVErables .....cciiiiieuuuiiiiiiiiiiiiiiiiiiiiireinienniiressssssseestttessssssssssssttesssssssssessssessssssssssssans 19
4.2 L0000 - Tt Bl =T o o o 20

Page 2 of 52




4.3 Contract Legal REqQUIremMENtS.....cccuuiiiieeiiiiiieiiiiiieniciiienieniennesieensiessennsssssensssssssnssssssnsssssaes 20

4.4 Payment TEIMS ...civuiiiiuiiiiiiiiiniiiiniiiiniiiieiiisiiiaisisieiseisissstssiorsesstssistaserssssssssssssssssnssssnssses 21
4.5 LiqUidated DAmMAEES .......ccceiiiiieeennnieiriiiierenneseessreeeennnssssessseeesnnsssssssssssessnnsssssssssesesnnnnsssnssnes 21
4.6 INSUranNce REQUIrEMENTS ... .cciiueiiiiineiiiiineiiiitneieiitneisiinsesssienessssmssesssssssssssssnssssssanssssssnnessss 22
4.7 LOCal PartiCiPation ..........cciiiiiiiceeecceceitereeieeseesseeeeennnsseeesseeesnnssssssssseeesnnnsssssssssneennnnnsssnssnns 22
4.8 Minority and Women Owned Business ENterprises.........cccevveeeeeeeeceerrireeennnnssecsreneeennnsssenns 22
4.9 John S. McCain Defense Authorization AcCt..........ccooviiiieeeeeiciiiiiieeeceerceesr e e eeeneesseesseeeeennnnnes 23
4.10 Provisions required under the SLCGP.......ccccciireeniiteenneeirenneeteenserreenseersensseesssnssessesnssessannss 23

5  Evaluation and SeIECtioN..............cueeeuueeeeennceeeeeenieeeerienseeeeeeasiesernesssssencsssssssnssssssssnsssensens 23
5.1 EValuation Crit@riad..ccceeeiceiiiiiiieeeiieiiiiiiieiiseitineeennsesseesseeesnnsssssssssesesnnnsssssssssssssnnssssssssses 23
5.2 EVAlUQLION PrOCESS...ccuueuiiiiiiiiiieieeiieciiiiieenneeiseetintesnnsssssessesesansssssssssenssnnnsssssssssssssnnnsssssssnes 25
5.2.1 EValuation COMMILLEE ... ...uiiiiiiee et e et e e e e e e e e bt e e e e e e eeeaataeeeeeeeenssseeeaeesennsnnees 25

5.2.2 RESPONSIVENESS REVIEW ...ttt e e e e e e s eeteeaeeeeeaeeseseaeseaeseaeseseeeeeseeaeenereeeranens 25

I T AV 1 [V F- 4T o I U] o [=1 1T =TSSP 25

LT S Yol oY Y Tor=Y I AV (U= [ o ISR 26

LT T o Vo 1 oSSR 26

5.2.6 RETEIEINCES .ottt e e e et e e e e e e et b e e e e e e e e s atbaaeaeeeeesssbaaaeaeeeeasssbaaeeeeseanssbaeseeeeeennstranens 26

5.2.7  PriCE PrOPOSAl ..eeiiieeiieiteee ettt sttt et sttt sttt e bt e e ae e e b e e e bt e s beeereenare s 27

5.2.8  Overall Evaluation and Final Recommendation...........cccuuiiiiiiiieiiiiiicc e e e 27

5.2.9 [N LY=o L =) o] o 3PP PUPPPUPPPPPPP 27
5.2.10 Best and Final Offer (BAFQ) ......ceeciiiie et ee ettt et e s tee e e et e e e e aae e e s ta e e eentaeeseasaaeesnbaeeeensseeeennanas 27
5.2.11 SeleCtion AN AWAIrd PrOCESS .......uveiiiiiieeeiiee ettt e e ettt e e ettt e e e ettee e e stteeeeestaeeseasaeessstaeesassaeesensaeeesaseeaann 27
5.2.12 Rejection of Proposals and Cancellation of SCON..........ciiiiiiiieiiii e 28
5.2.13 Confidentiality of Responses and Proprietary INnformation .........cc.ceecviiiiciei e, 28

6 PRITS’ ReServation Of RIGALS ..........ceeeuueeeeeenneeeeeeensereenenseeseenessessenessessesnssssssssssssssesnssssssens 28
7  Future Contract Revision by the FOMB..............cceeuueeeeeeensereeeenseesesnensessenmsssssessassessesssssnes 30
APPENAIX | — SCOPE Of SCIVICES ....cuueeeeeeereeerreereerereenreeeeenssieseesassessesnsssssessmssessessssssssssssssssessssanns 31
APPENdiX Il = PrOPOSEI PrOfile.........cceeeeueeeeeeuneeeeeeenreeeeeennieseenensesseensssesesnmsssssesssssssssnssssssenssssnns 37
Appendix Ill - General Certification and Notification REGIStry ..........ccceeeeeeereeeueereeneeseerennnnnens 38
Appendix IV = InSUrance ReqQUIremMeENts...............eeeueeeeeeeeeererennsereenerenssersesessnssersesessnsssssnsessnsnes 40
Appendix V — Provisions Required Under SLCGP............ceeeuereeerereenereensereenereensereesessnsseseesenennnes 41
Appendix VI — SUDMISSION Of INQUITIES ......ccceuueeveeeereereeeneeereennreereensseseenmeseeseensssessenssssssesnsnnens 51

Page 3 of 52




Acronyms and Definitions

ACRONYMS MEANINGS

Cllo Chief Innovation and Information Officer

CISA Cybersecurity & Infrastructure Security Agency

CSF Cybersecurity Framework

CPGs Cybersecurity Performance Goals

CSET Cyber Security Evaluation Tool

DHS Department of Homeland Security

FOMB! Financial Oversight and Management Board for Puerto Rico
FY Fiscal year

GPR Government of Puerto Rico

IT Information Technology

M/WBE Minority and Women Owned Business Enterprises

oT Operational Technology

POC Point of Contact

PRITS Puerto Rico and Technology Service

RUP Single Provider Registry (Registro Unico de Proveedores)
SCON Service Contract Opportunity Notice

SLCGP State and Local Cybersecurity Grant Program

SLT State, Local, & Territorial

The following terms shall have the meanings indicated below, which shall apply to both their
singular and plural forms:

1. “Addendum” or “Addenda” refers to a written or graphic document issued by the PRITS
before the Proposal Due Date which modifies or interprets the SCON using additions,
deletions, clarifications, or corrections.

2. “Authorized Representative” refers to the person authorized to bind the Proposer in matters
related to the SCON and the Contract. This is the person authorized to sign for the project.

3. “Award Winner” or “Contractor” or “Selected Proposer” means a Bidder or Proposer
awarded a Contract resulting from this SCON.

4. “Bidder”, “Proposer”, or “Respondent” means a(n) (i) legal person, (ii) joint venture, or (iii)
partnership, or (iv) consortium of partnerships, and/or companies or other entities that
submit a response to this SCON that is not currently debarred.

! Created under the Puerto Rico Oversight, Management, and Economic Stability Act of 2016 (PROMESA).
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10.

11.

12.

13.

14.

15.

16.

17.

18.

“Contract”, “Contract(s)” refers to the agreement(s) to be executed between the PRITS and
the Selected Proposer(s) in accordance with this SCON.

“Evaluation Committee” refers to the administrative body comprised of at least three (3)
persons and an alternate member, if considered necessary, appointed by PRITS to review and
assess the proposals (mostly execute rating and ranking) in a competitive procurement
process and recommend the award of one (1) contract to the best Qualified Proposer based
on the evaluation criteria herein established. The Committee may consult specialized
advisers, consultants, and subject-matter experts to complete the evaluation and make final
recommendations to the CIIO.

“Federal Government” means any of the departments of the Executive Branch of the
Government of the United States of America, or any department, corporation, agency, or
instrumentality created, or which may be created, designated, or established by the United
States of America.

“Government” means the Government of Puerto Rico.

“Government Entity” or “Government Entities” refer to any department, agency, board,
commission, body, bureau, office, public corporation or instrumentality of the Government
of Puerto Rico’s Executive Branch, whether existing or to be created in the future.

“Key Staff” means an individual who will play an important role in the engagement or
contract resulting from this SCON.

“Local Parties” means local subcontractors or professionals and relevant service providers
who are based in or have a significant ongoing business presence in Puerto Rico.

“Notice of Award” refers to the award determination or notice to be issued by the PRITS in
relation to this SCON.

“Proposer” means any interested and duly qualified party that submits a complete proposal
to this SCON per its terms, conditions, and requirements.

“Proposal” or “Proposals” refers to the proposal(s) submitted by Proposer(s) in response to
this SCON.

“Proposal Due Date” refers to the date and time on which the Proposals are due. Proposals
received after the stipulated date will not be accepted by PRITS.

“Public Interest” means any government action directed to protecting and benefiting
citizens at large, whereby essential goods and services are provided for the welfare of the
population.

“Qualified Proposer” means a responsible and responsive Proposer whose Proposal meets
the Submission Requirements of this SCON and obtains a technical score greater than or
equal to the minimum threshold of this SCON.

“Responsive Proposal” means a Proposal that meets the Submission Requirements of this
SCON.
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19. “Selected Proposer” refers to the Proposer(s) who has been awarded a contract resulting
from this SCON, if any.

20. “SCON” means this Service Contract Opportunity Notice and addenda, if applicable, issued
by the PRITS.

21. “Team Member” means a member of a Proposer. Team Members should be identified in
Proposer’s submissions and not be changed without the consent of the PRITS.

1. Introduction

The Puerto Rico Innovation and Technology Service (PRITS) serves as the Executive Branch office
responsible for implementing, developing, and coordinating the Government of Puerto Rico’s
public policy on innovation, information technology, and cybersecurity. Under the authority
granted by Law No. 151-2004 (Electronic Government Act), as amended, PRITS is empowered to
establish and enforce measures related to the use, access, classification, and protection of
government information systems. Likewise, Law No. 75-2019 assigns PRITS the responsibility for
defining and implementing the Government’s security policies governing the use of internet and
interagency network services.

PRITS leads the digital transformation of the Government of Puerto Rico by encouraging the
adoption of emerging technologies, advancing modernization initiatives, establishing IT/OT
governance, and enhancing the cybersecurity of the systems that support public operations.
Pursuant to Law 40-2024, PRITS is also responsible for developing and implementing the
government’s cybersecurity standards, procedures, and regulatory framework.

In alignment with the State and Local Cybersecurity Grant Program (SLCGP), and following the
approval of Puerto Rico’s Cybersecurity Plan, PRITS seeks to continue strengthening the
cybersecurity posture of government agencies and municipalities across the island. To support
this effort, PRITS will engage specialized professional services to conduct the PR-6 Cybersecurity
Risk Assessments & Analyses using the Cybersecurity & Infrastructure Security Agency (CISA)
Cybersecurity Performance Goals (CPGs). These updated assessments will offer a structured,
practical, and measurable approach to evaluating cybersecurity maturity and identifying priority
actions for risk reduction.

The purpose of these services is to provide PRITS with an integrated understanding of the
cybersecurity posture of government agencies and municipalities, identify risks and control gaps,
and generate actionable recommendations that align with federal guidance. The results will
inform updates to Puerto Rico’s Cybersecurity Plan and support the selection of future SLCGP-
funded investment projects.
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1.1 State and Local Cybersecurity Grant Program for fiscal year 2022

The State and Local Cybersecurity Grant Program (SLCGP) aims to support State, Local, and
Territorial (SLT) governments in managing and reducing systemic cyber risks. Through this
program, the U.S. Department of Homeland Security (DHS) provides funding to strengthen
the security and resilience of critical infrastructure and essential public services.

As part of the initial program phase, PRITS, working jointly with the Puerto Rico Cybersecurity
Planning Committee, developed and approved a comprehensive Cybersecurity Plan for the
Government of Puerto Rico. This plan outlines the strategic priorities necessary to advance
cybersecurity maturity across agencies and municipalities.

To continue advancing the Cybersecurity Plan, PRITS will engage professional services to
execute the PR-6 Cybersecurity Risk Assessments & Analyses using CISA’s Cyber Security
Evaluation Tool (CSET) with emphasis on the Cybersecurity Performance Goals (CPG) module,
identified as one of the core cybersecurity assessment tools available to SLT governments.

These CSET-based assessments will provide a structured, measurable, and federally aligned
mechanism for evaluating cybersecurity maturity across Puerto Rico’s government agencies
and municipalities. The results will help PRITS identify risk areas, prioritize remediation
efforts, update Puerto Rico’s Cybersecurity Plan, and inform future SLCGP-funded investment
projects. All services performed under this SCON will be funded with federal dollars from the
U.S. Department of Homeland Security (DHS) through the SLCGP.

All services under this SCON will be funded with federal dollars provided through the SLCGP
by the U.S. Department of Homeland Security (DHS)?2.

1.2 Timeline

All documents must be submitted on or before the deadline below.

Table 1 SCON's key dates.

SCON Release March 24t 2026
Deadline for Submitting Questions or Requests March 27, 2026
for Clarifications

Publication of Responses March 31%, 2026
Proposal Submission Deadline April 4t 2026

The schedule presented in this SCON is subject to change. At the discretion of PRITS, a best
and final quote offer may be requested. In such a case, the date and time me will be published

2 Grant No.EMW-2022-CY-00035
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on the PRITS website (prits.pr.gov). Proposers are responsible for periodically reviewing their
emails and the PRITS website for updated information regarding this SCON.

1.3 Objectives

The main objective of this SCON is to procure specialized services to assist Puerto Rico’s
government agencies and municipalities with completing Cybersecurity Risk Assessments
using CISA’s Cyber Security Evaluation Tool (CSET), specifically leveraging the Cybersecurity
Performance Goals (CPG) module as the standardized, federally recommended framework
for evaluating cybersecurity posture.

These assessments will generate actionable insights to strengthen cybersecurity readiness,
promote risk-based decision-making, and align Government capabilities with expectations
outlined in the Puerto Rico Cybersecurity Plan.

The specific objectives of this SCON include:

1. Comprehensive Orientation and Support:
- Provide government agencies and municipalities with clear, practical orientation on
how to access, install, and use the CSET tool.
- Explain the structure of the CPG module within CSET, including the intent of each goal
and recommended evidence sources.
- Support PRITS in developing and delivering unified guidance materials, ensuring all
entities follow a standardized assessment approach.

2. CSET-Based Offline and on-Site Assessment Support

- Develop an offline, agency-friendly workflow for completing CSET assessments when
internet or operational constraints exist.

- Offer hands-on support to government entities throughout the assessment process,
helping interpret CPG requirements and accurately complete all portions of the
assessment.

- Work with PRITS to ensure all agencies receive consistent technical and procedural
assistance.

3. Comprehensive Analysis and Reporting
- Analyze CSET-generated results to identify cybersecurity gaps, maturity levels, and

systemic weaknesses across agencies and municipalities.

- Produce individual and umbrella-agency reports summarizing findings, risk areas, key
vulnerabilities, and priority recommendations.

- Assist PRITS in generating consolidated statewide insights to support SLCGP reporting
and Cybersecurity Plan updates.
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4. Coordination With PRITS and Continuous Oversight
- Work in close collaboration with PRITS staff to support project oversight,
communication, quality assurance, and stakeholder engagement.
- Provide regular updates, dashboards, and progress reports that allow PRITS to
maintain full visibility of assessment activities and milestones.

4. Long-Term Cybersecurity Improvement
- Provide actionable, prioritized recommendations fully aligned with the CPGs to help
agencies address identified gaps.
- Support PRITS in promoting a continuous improvement culture centered on
measurable risk reduction and improved cybersecurity maturity across government
entities.

Together, these objectives advance the broader mission of strengthening Puerto Rico’s
cybersecurity ecosystem through standardized, federally aligned assessment practices grounded
in CSET and the CPG framework.

2. SCON Procedures

This SCON shall be governed by the procedures described in the following sections:
2.1 SCON Documents Acquisition
The SCON documents are available for download at https://www.prits.pr.gov/avisos-de-
contratacion. To download the documents, prospective Proposers must go to link above,

where all procurement documents will be published. SCON documents will be available on
the date and time of the Document Availability Start date stated in Section 1.2.

2.2 Addenda

PRITS reserves the right to amend this SCON at any time. Any amendments to the SCON will
be issued as written Addenda. PRITS will post copies of each Addendum for all prospective
Proposers to download at https://www.prits.pr.gov/avisos-de-contratacion. Addenda will
become a part of this SCON.

2.3 Communication with PRITS

2.3.1 Point of Contact

All communications with PRITS should be directed to the sole PRITS POC, as indicated
below:
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Poincaré Diaz Peiia
Chief Innovation and Information Officer (ClIO)
cyberfederalprocurement@prits.pr.gov

2.3.2 Questions and Request for Clarifications

- Submit queries to cyberfederalprocurement@prits.pr.gov, referencing
"[PRITS-2026-001]" in the subject line. Non-compliant emails will not be
acknowledged. Verbal queries are not permitted.

- Queries posted after the deadline in Table 1 will be disregarded. Responses
to valid queries will be consolidated and published at www.prits.pr.gov.

- Submission implies acceptance of all SCON terms and amendments.

2.3.3 Prohibited Communications

During the proposal evaluation, Proposers or their agents are prohibited from
discussing it with any PRITS employees(s) or contractor(s). This "blackout period"
encompasses everyone involved, from project management to evaluation.

Only the PRITS POC can be reached by email during this time. The blackout concludes
when a service agreement is finalized from this SCON. Engaging with other government
representatives about this SCON while submitting is forbidden. Breaches will lead to the
proposal's dismissal. Direct contact with staff concerning evaluation is prohibited.

2.3.4  Submission of Inquiries

Proposer(s) may submit questions to clarify the content or purpose of this SCON, its
attachments, and its Exhibits. Proposers shall submit all questions in writing on or
before the deadline established in Section 1.2 of this SCON to the electronic mailing
address specified in Section 2.3.1 of this SCON. Inquiries shall be submitted by
prospective Proposers using the document titled Form for Submission of Inquiries
included as Appendix VI. Questions shall be clearly labeled and shall cite the Section(s)
and page number in this SCON or other document that forms the basis of the question.
Questions may be submitted in English or Spanish. Responses to all Proposers'
questions will be distributed as an Addendum to this SCON on or before the date
established in Section 1.2 and will be posted on the PRITS website.

PRITS reserves the option, at its sole discretion, to contact any Provider to seek
clarification regarding information contained in its response or proposal but shall have
no obligation to do so. The decision to contact and request clarification from a
Proponent rest solely with PRITS.
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All procurement documents pertaining to the procurement process, including Addenda
issued by PRITS, are and will be available for download at
https://www.prits.pr.gov/avisos-de-contratacion. All prospective Proposers must
monitor https://www.prits.pr.gov/avisos-de-contratacion to retrieve Addenda, if any,
issued for this procurement process.

2.4 Representations for Proposal Submission

All costs associated with the response to this SCON are the sole responsibility of the Proposer.
Neither PRITS, the Government of Puerto Rico, nor any of its Government Entities or its
instrumentalities, or other relevant entities of the Federal Government, will be responsible
for any expenses in the preparation and/or presentation of the Proposals, oral presentations,
or for the disclosure of any information or material received in connection with this SCON.
PRITS reserves the right, without limitations, to make such investigations as it deems
necessary as to the qualifications or perceived conflicts of interest of any firms submitting
Proposals in response to this SCON. The mere appearance of a conflict of interest shall
constitute sufficient cause for the outright rejection of a Proposal. If any or all Proposals are
rejected, PRITS reserves the right, without limitations, to re-solicit Proposals. By submitting a
Proposal, the Proposer shall adhere to complying with all applicable Federal and Puerto Rico
laws and regulations. This SCON, its award, and any derivative contract are subject to a grant
agreement between the Government of Puerto Rico or PRITS, and DHS and the availability of
the allocated federal funds. The Proposer(s) acknowledges and agrees that any suspension,
cancellation, or termination of the federal funds allocated under the SLCGP will result in the
immediate suspension, cancellation, or termination of this SCON, award, or executed
contract, upon PRITS’ notice. Issuance of this SCON does not constitute a commitment by the
Government of Puerto Rico and/or PRITS to award a contract.

2.5 Proposal Withdrawal

After electronic submission of the Proposals, the Proposer(s) may withdraw its Proposal by
written request to PRITS via email cyberfederalprocurement@prits.pr.gov at any time prior
to contract award. All decisions to allow the withdrawal of a Proposal shall be supported by
a written determination signed by PRITS’ Contracting Officer after the Due Date.

2.6 Ownership of Proposals

All materials submitted in response to this SCON shall become the property of PRITS and will
not be returned. Selection or rejection of a Proposal does not affect this provision.
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. Submission Requirements

3.1 Proposal Format

To ensure uniformity to specific requirements and prompt reference among all Electronic
Proposals, the format of the Electronic Proposals shall adhere to the following parameters:

- Page Format: Electronic Proposal documents shall be typewritten on standard 8 2" x 11”
pages. Pages shall have a one-inch margin. Written content of the Proposal must be set
at single line spacing.

- Larger Paper for Visuals: Larger paper (up to 11” x 17”) and smaller fonts are permissible
for charts, diagrams, spreadsheets, etc.

- Language: The Electronic Proposal and its Exhibits shall be drafted in the English language,
excluding certifications and/or documents issued by the Government of Puerto Rico in
the Spanish language.

- Signatures: All documents within the Electronic Proposal must be signed in blue or black
ink by the authorized representative(s) registered in the RUP. For multi-page documents,
the Authorized Representative must also initial the top-right corner of every page.
Electronic signatures are fully accepted.

- Corporate Seal: Electronic documents must be sealed with the Proposer’s Corporate Seal
when applicable.

- Cover Page: Electronic Proposals’ cover pages shall include the Proposer’s name, contact
information, and mailing address, the SCON submission date, and the SCON title. The
responses shall be addressed to:

Poincaré Diaz Peia
Chief Innovation and Information Officer (ClIO)
cyberfederalprocurement@prits.pr.gov

- Organization: Electronic Proposal documents shall be organized as per the Proposal
Submission Requirements Checklist included as Section 2.2.

- Completion of Forms: All blanks on Exhibits and any other document must be completed
by the Proposer. In fields that do not apply to certain Proposers, N/A (not applicable) shall
be written. If filled in handwriting, documents must be completed in print type using blue
color ink.

- Signatory Information: Below each signature, the full name of each signatory must be
included.
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3.2 Proposal Content and Checklist

Proposals must include the following documents in the order listed below. The forms included
as part of the SCON must be completed and incorporated into the proposal. PRITS reserves
the right to reject any proposal that does not fully satisfy these requirements.

Table 2 - Required information for proposal submittals.

0 a. Cover letter signed by an authorized representative, summarizing commitment
and identifying team members.

[0 b. Executive summary including proposed project approach, unique qualifications,
and responsible staff (no more than 2 pages).

[0 c. Organizational chart with key roles and experience of project Leadership and
Technical Staff.

[ d. Comparable Projects: listing at least three relevant projects within the past ten
years.

[0 e. Relationships and Qualifications between Proposer and any Team Members/First-
Tier Subcontractors.

O f. Proposed Action Plan/Work Approach including understanding of project scope,
implementation strategy, coordination, QA/QC measures, and risk management.

[0 g. Capacity Assessment of staff availability and level of commitment to the project.

0 h. Evidence of financial stability including audited/reviewed financial statements,
interim financial statements, line of credit or cash availability, pending litigation
statement, and no bankruptcy statement.

0 i. Organizational Documentation such as Certificates of Incorporation, Partnership
Agreements, Certificates of Good Standing, and Joint Venture Agreements.

[0 j. Price Proposal using with a detailed breakdown of all costs.

[0 k. PROPOSER PROFILE (Appendix Il): Companies are required to complete the
provided form. Individual Proposers must submit their CV in lieu of Appendix II.

0 I. GENERAL CERTIFICATION FORM (Appendix III).

O m. RUP certificate.

[0 n. Physical and mailing address of the company's main office in Puerto Rico, and
the name and address of the company’s resident agent, when applicable

[0 o. (OPTIONAL) Any other information demonstrating qualifications such as
memberships in professional associations, or that allows the evaluation of the
Proposer’s capabilities to provide the services outlined in this SCON.

[0 p. (OPTIONAL) Amendments to the SCON, if applicable.

3.3 Proposal Execution Requirements

All Proposals must be properly executed by the Proposer’s authorized representative,
adhering to the following guidelines:
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a. Individual Proposers:
- Sign the Proposal personally.
- If signed by an authorized representative, attach a dated power of attorney as
evidence of authority.

b. Corporate Proposers:
- State the corporation's full legal name.
- Anauthorized officer must sign, with their title clearly indicated below the signature.
- Include corporate resolution demonstrating the officer's authority.

¢. Joint Venture Proposers:
- Alljoint venture members must sign.
- If only one member signs, include the joint venture agreement showing their authority
to bind the entity.
- The joint venture agreement must be executed prior to the proposal submission
deadline.

d. Partnership Proposers:
- At least one general partner or authorized representative must sign.
- If an authorized representative signs, attach a power of attorney executed by all
partners.

Joint Ventures and Partnerships must submit organizational documents for all
participating entities, including but not limited to:

- Appendix Il (Proposer Profile)

- Financial documents required for capacity evaluation

Failure to comply with these requirements may result in the Proposal being deemed non-
responsive.

3.4 Submission of Proposals

The documents must be submitted in PDF Format (should be in searchable PDF format).
Multiple PDFs may be merged into one single document. Also, multiple files may be uploaded
in a Zip File.

The Proposer is solely responsible for “on-time” submission of their Proposal.

3.5 Submission Requirements (Mandatory)

Proposers must comply with the following Submission Requirements for their proposals to
be evaluated on technical and cost aspects. Submission Requirements will be scored as either
“Pass” or “Fail.” Proposals meeting all Submission Requirements will “Pass” the evaluation;
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otherwise, they will “Fail.” Failure to comply with any of the Submission Requirements will
result in disqualification, although PRITS reserves the right to waive minor irregularities. The
proposal must include the following documents (please refer to Section 2.2 — Proposal
Submission Requirements Checklist):

3.5.1 Proposal Submission

Proposals must be submitted via email to cyberfederalprocurement@prits.pr.gov by
the closing date and time established in Section 1.2 of this SCON. The email should have
the proposal with the subject “PRITS-SCON-2026-001 Proposal <Your Company
Name>". If attachments are too large for email, physical copies may be acceptable. If
multiple versions are sent, only the final submission before the deadline will be
considered. Proposals shall include information and/or documents in the same order as
presented in this SCON Package.

3.5.2 Cover Letter

The cover letter, signed by an authorized representative of the Proposer, shall
summarize the Proposer’s commitment to providing the SCON technical requirements
and services at the proposed price and schedule. It should identify team members and
their organizational relationships.

3.5.3 Executive Summary

The executive summary should include a brief overview of the project approach, what
makes the proposer uniquely qualified, and the staff responsible for providing the
services. (No more than 2 pages)

3.5.4 Qualifications of the Proposer

- Profile: Provide a company profile establishing experience, past performance, and
qualifications for the services outlined in this SCON. Include a brief description of
the organization’s track record, history, number of employees, years in business,
current projects relevant to this SCON, and a list of overall relevant projects.
Describe previous experience providing services as described in this SCON, including
federal funding and governmental entities experience, specific challenges faced,
and successes achieved. (Appendix Il).

- Identification: Provide the Proposer’s and, if applicable, Team Members’ Tax-ID,
Unique Entity ID (UEl), and year of establishment. Complete Statement of
Qualifications (Appendix Il).
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Form of Business: Detail the form of business (e.g., corporation, non-profit, LLC) and
contact information for officers, directors, members, partners, and contact persons
for the Proposal. Complete Company Profile (Appendix Il).

Organizational Chart: Provide an organizational chart depicting key roles, names,
and years of experience for Team Members and technical staff.

Integrity: Disclose any criminal, civil, or administrative suits, actions, investigations,
litigations, sanctions, or proceedings involving the Proposer or any Team Members
within the past five years. Include specific details and an attorney's opinion on the
impact on work.

Experience and Capacity of the Team: Provide a list of ongoing contracts/projects
with status and projected termination dates, including the level of effort of the
proposed Team Members and Technical Staff. Evaluate the impact of ongoing
contracts/projects on service provision. If the Proposer consists of multiple entities,
provide information for all entities.

Comparable Projects: Provide a list of at least three comparable projects within the
past ten years where similar services were provided. Include references with contact
information. Complete list of comparable projects.

Proposer and Team Members Relationship: Document the relationship and
qualifications between the Proposer and any Team Members to verify and combine
experiences.

3.5.5 Proposed Action Plan/Work Approach

Proposers must provide a comprehensive and detailed Action Plan/Work Approach that
clearly demonstrates their understanding of the project requirements and their ability
to effectively manage and execute the tasks outlined in the Scope of Services (Appendix
1). The evaluation of this section will be based on the following criteria:

1. Understanding of Project Scope

- Describe the Proposer's understanding of the overall objectives of the “PR-6
Cybersecurity Risk Assessments & Analyses for GPR Agencies and Municipalities”.

- Explain how the Proposer plans to achieve the specific goals and outcomes for
each project.

2. Implementation Strategy

- Provide a detailed implementation strategy for the project, including planning,
scheduling, and risk management.
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- Include a Gantt chart or similar project management tool to illustrate the project
schedule.

3. Coordination and Collaboration
- Detail how the Proposer will coordinate and collaborate with PRITS and other
stakeholders to ensure the project objectives are met.
- Explain the communication plan and methods for regular updates, progress
reports, and stakeholder engagement.

4. Quality Assurance and Quality Control (QA/QC)
- Outline the QA/QC measures that will be implemented to ensure high-quality
deliverables and adherence to project requirements.
- Describe the processes for monitoring project progress, identifying issues, and
implementing corrective actions.

5. Risk Management
- Identify potential risks and challenges that may arise during the project
implementation.
- Provide a risk management plan that includes strategies for risk mitigation, early
identification, intervention, and resolution.

6. Resource Allocation
- Detail the resources that will be allocated to the project, including personnel,
tools, and technologies.
- Provide an assessment of the availability of the professional staff identified to be
assigned to the project and the availability of backup resources in case of illness,
turnover, or other loss of personnel.

The Action Plan/Work Approach should not exceed twenty (20) pages, including any
workflows, graphics, charts, screenshots, or photos to support the proposed work
approach. Responses that exceed the page limit will only be evaluated up to the
contents of page twenty (20). Content beyond this point will not be considered in the
evaluation. Responses should not be a copy and paste, replica, or reproduction of the
Scope of Services. Such responses will not be considered or evaluated.

3.5.6 Capacity

Provide a staffing capacity chart and level of commitment for the project. Identify other
project commitments of key personnel. Assess the availability of key staff and backup
resources. Address how PRITS’ workload will be prioritized and accommodated.
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3.5.7 Financial Stability

Demonstrate adequate financial resources to perform the services under the contract
by providing:

- Audited, reviewed, or compiled financial statements for the most recent two years,
prepared by a CPA in accordance with US GAAP, including Balance Sheet, Statement
of Operations, Statement of Cash Flows, and notes.

- Interim financial statements for a period ending not later than 90 days before the
proposal submission date.

- Alternatively, a statement from an authorized officer regarding available cash
balances.

- Sworn statement of any relevant or significant pending litigation or claims, including
details and an authorized representative's signature dated within 60 days before
the proposal submission date.

- Sworn statement that the Proposer is not in bankruptcy, receivership, or any
condition preventing total or partial administration or disposition of its property,
signed by an authorized representative within 60 days before the proposal
submission date.

3.5.8 Authorization Request

Submit an executed authorization to request financial, performance, and reference
information. Include Authorization for Background and/or Financial Information,
Proposer’s Prior Performance Certification, and Certifications and Representations of
Offerors (Non-Construction Contracts).

3.5.9 Organizational Documentation

Submit organizational documents such as Certificates of Incorporation, Partnership
Agreements, Certificates of Good Standing, and Joint Venture Agreements. Include
information on Principals, Stockholders, Partners, or Members if the Proposer has not
been in existence or conducted business within the past year.

3.5.10 Price Proposal
Submit your price proposal. Ensure that the services in the price proposal match those
required in the Scope of Work. Provide a detailed breakdown of all costs as follows,

including overhead and profit.

- Hourly rates: For each category of professional services offered.
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- Estimated Hours: Breakdown of estimated hours for each phase, task, deliverable
or component of the project.
- Total Cost: Summarize the total cost based on the hourly rates and estimated hours.

Whenever possible, break down costs by phases or deliverables. Include a summary of
the total cost for the contract's duration to help PRITS understand its full financial
commitment. Proposals must be submitted in US dollars and cents; recommendations
expressed in percentages or indeterminate prices will not be considered.

If a Proposer submits a price proposal that includes costs for only certain services and
omits others, this indicates that the Proposer is submitting an offer exclusively for the
services listed in their proposal.

PRITS reserves the right to evaluate or reject such proposals, request budget
clarifications and/or best and final offer, as needed.

3.5.11 Other

Submit any additional information demonstrating qualifications to perform the
requested services, such as memberships in professional associations.

4. Scope of Services

PRITS is seeking specialized professional services to implement the project “PR-6 Cybersecurity
Risk Assessments & Analyses for GPR Agencies and Municipalities” for the SLCGP. Specific
activities, tasks and deliverables under the Scope of Services of this SCON are included as
Appendix | (Scope of Services).

The Selected Proposer(s) will be directly responsible for ensuring the accuracy, timeliness, and
completion of all tasks assigned under this contract as identified in this SCON. The Scope of
Services presented is based upon circumstances existing at the time of solicitation. PRITS reserves
the right to modify or delete the tasks listed and, if appropriate, add additional tasks prior to and
during the term of the contract. Also, the Selected Proposer(s) must comply with the specific
activities and tasks as defined in Appendix | (Scope of Services).

The Selected Proposer(s) will support PRITS’ objective of ensuring compliance with all applicable
federal and local requirements, rules, and regulations.

4.1 Deliverables

Deliverables to be provided are detailed in Appendix | (Scope of Services). The Selected
Proposer (s) shall be responsible for completing, at a minimum, the activities outlined in the
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Scope of Services. If applicable, the Selected Proposer(s) shall assist PRITS by providing
additional resources to accomplish assignments authorized by the PRITS.

4.2 Contract Term

The term of the Contract will be initially set for one (1) year term or until the conclusion of
the current fiscal year, whichever comes first, subject to the availability of funds, and to the
sole discretion of PRITS, upon mutual written agreement. Contract renewal is not guaranteed
under these conditions. PRITS reserves the right to re-bid or initiate a new competitive
solicitation process at any time during the performance of the Contract, without penalizing
the Selected Proposer(s) engaged through this SCON, to procure the renewal of the services
under this SCON when deemed to be in the best interest of PRITS. Nothing of the above will
be understood as a prohibition to the Selected Proposer(s) to compete in the new solicitation.

Before awarding a Contract under this SCON, PRITS will verify that the Contractor and First
Tier Sub-Contractor are not debarred via the SAM.gov website. Proposers and First Tier Sub-
Contractors must be registered in the System for Award Management (SAM) at the time of
proposal submission or initiate the registration process immediately after. Awards will only
be issued to entities cleared for contract award.

4.3 Contract Legal Requirements

In accordance with Law 237-2004, all professional and consulting service contracts shall
follow principles of transparency, merit-based selection, publication, and evaluation criteria
established therein.

Pursuant to Executive Order 2021-029, PRITS conducts this procurement under the delegated
authority to manage, coordinate, and oversee government-wide technology and
cybersecurity acquisition processes.

This procurement and any contract awarded shall comply with all DHS- required regulations
applicable to contracts executed with DHS funded grants programs, FEMA-required
regulations applicable to contracts executed with FEMA funded grants programs, including
but not limited to compliance with 2 CFR Part 200 (including sections 200.317 — 200.327), 2
CFR Part 3002, remedies for noncompliance (2 CFR 200.326(a)), termination for cause and
convenience (2 CFR 200.326(b)), access to records (2 CFR 200.337), debarment and
suspension requirements (2 CFR Part 180 and 2 CFR Part 300), the Byrd Anti Lobbying
Amendment, Clean Air Act and Federal Water Pollution Control requirements for contracts
over $150,000.00, recovered materials requirements under the Solid Waste Disposal Act, and
compliance with the Contract Work Hours and Safety Standards Act (CWHSSA).

Proposers that are Puerto Rico-based corporations, limited liability companies, partnerships,
or any other legal entity, shall be duly and properly organized and/or registered in compliance
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with the applicable laws of Puerto Rico. Such entities must show that they are in “good
standing” at the time of Proposal submission. In the event the Proposer is a foreign legal
entity, including U.S.-based entities, it shall be duly and properly organized and/or registered
in compliance with the applicable laws of its place of organization and/or incorporation. Such
entities must show that they are in “good standing” within their jurisdiction at the time of
Proposal submission. If a Contract is awarded to a foreign entity Proposer, said Proposer shall
request authorization to do business in Puerto Rico prior to the execution of the Contract.

For professional service contracts of more than $250,000.00, the following completed and
signed documents are requested at the time of the execution of the Contract:

1. Government Contracts Certification

2. Legal Entities Certification

PRITS, at its own discretion, reserves the right to waive the time requirement granted to
obtain the legal documents or to extend the time for just cause. Proposers must ensure at all
times that professional, architectural, or engineering services are performed by licensed
professionals with the proper qualifications, skills, and experience necessary to perform the
services, according to applicable regulations.

4.4 Payment Terms

Payments shall be issued for services provided as previously approved by PRITS. It is the
Selected Proposer(s)’ responsibility to provide all services as set forth under the Scope of
Services detailed in this SCON. The Selected Proposer(s) shall submit an invoice to PRITS
monthly. Said invoice must be submitted including all required invoice supporting
documents, including but not limited to, monthly reports, timesheets, invoice and photos
evidence, expense plan, and work projections. If PRITS determines that, the submitted invoice
and supporting documentation is acceptable, then the invoice will be approved for payment.
An authorized representative of PRITS will review each invoice and, if adequate, will approve
and process its payment. PRITS reserves the right to conduct any audits it deems necessary.
The Selected Proposer(s) agrees to cooperate fully with any such audit or audits.

4.5 Liquidated Damages
The services will be subject to the following penalties:

- Penalties: If the selected Proposer(s) is found to have engaged in any prohibited conduct
or is otherwise in default of any applicable term, condition, or requirement of the
contract, PRITS may impose sanctions against the selected Proposer(s) for any default.

If the Selected Proposer(s) fails to comply with federal statutes, regulations, or the terms
and conditions of the contract, PRITS may take one or more of the following actions:

Page 21 of 52




1. Temporarily withhold cash payments pending correction of the deficiency by the
Selected Proposer(s).

Disallow all or part of the cost of the activity or action not in compliance.

Initiate suspension or debarment proceedings as authorized under 2 CFR Part 180.
Withhold further Federal awards for the project or program.

Take other remedies that may be legally available.

ke wnN

4.6 Insurance Requirements

The Proposer(s) shall be aware that, in case of resulting selected for the award of this SCON,
said Proposer(s) must have a minimum of required insurance policies and coverages. For
details regarding insurance requirements, please refer to Appendix IV (Insurance
Requirements).

4.7 Local Participation

PRITS encourages Proposers to engage local professionals, and relevant service providers
headquartered in Puerto Rico (Local Parties) as Team Members and Technical Staff to the
greatest extent possible. Proposers are encouraged as part of this SCON to provide
descriptions of their current and/or anticipated business arrangements with Local Parties
and, in particular, Local Parties who are Project Leadership members and Technical Staff for
the Project, as applicable.

4.8 Minority and Women Owned Business Enterprises

PRITS recognizes its obligation to promote opportunities for maximum feasible participation
of certified M/WBEs, and the employment of minority group members and women in the
performance of all PRITS federally funded contracts. PRITS is committed to ensuring that firms
that are M/WBE certified are encouraged to submit proposals in response to this SCON.

The work to be performed under the contract resulting from this SCON shall be subject to the
regulations outlined in 2 CFR § 200.321 that require the non-federal entity to take necessary
steps to ensure that all Subrecipients, Contractors, Sub-Contractors, and/or Developers
funded in whole or in part with federal financial assistance ensure that, when possible,
contracts and other economic opportunities are directed to small and minority firms (MBEs),
women-owned business enterprises (WBEs), and labor surplus area firms. Consistent with
Executive Orders No. 11625, 12138, and 12432, the subrecipient shall make every feasible
effort to ensure that small businesses, M/WBEs, and labor surplus area businesses participate
in contracting.

PRITS recognizes its obligation to promote opportunities for maximum feasible participation
of certified M/WBEs, and the employment of minority group members, veteran-owned
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business and women in the performance of the contracts. All participating entities engaged
with PRITS must make a commitment and demonstrate an acceptable “Good Faith Effort”
toward the achievement of PRITS' M/WBEs subcontracting goals of twenty percent (20%) of
the entire contract value consisting of ten percent (10%) for MBE and ten percent (10%) for
WBE participation.

4.9 John S. McCain Defense Authorization Act

Proposers engaged or contracted under this SCON will be subject to Pub. L. No. 115-232
(2018) and 2 C.F.R. §§ 200.216, 200.471 which prohibits obligating or expending federal
award funds on certain telecommunications and video surveillance products and contracting
with certain entities for national security reasons. See section 889 of the John S. McCain
National Defense Authorization Act, Pub. L. No. 115-232 (2018).

4.10 Provisions required under the SLCGP

Additional provisions required under the FY 2022 State and Local Cybersecurity Grant
Program (SLCGP), funded by the U.S. Department of Homeland Security (DHS) are herein
included as Appendix V.

5 Evaluation and Selection

PRITS will evaluate all proposals in accordance with the terms and conditions established in this
SCON. Only proposals that comply with all mandatory submission requirements will advance to
the evaluation phase. During evaluation, PRITS will assess the extent to which each Proposer
demonstrates the technical capability, experience, and resources necessary to successfully
deliver the CSET-based Cybersecurity Risk Assessments aligned to CISA’s Cybersecurity
Performance Goals (CPGs).

The Evaluation Committee will review each proposal using the following criteria and
corresponding maximum points:

5.1 Evaluation Criteria
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CRITERIA DESCRIPTION Sc?re
(points)

1. Experience, Expertise, and Technical Qualifications

The Proposer’s demonstrated experience in cybersecurity assessments,
particularly within government environments, will be evaluated. Relevant
considerations include:

- Depth of experience performing cybersecurity assessments or
advisory services of similar complexity and scope.

- Expertise in the deployment, use, or support of federal cybersecurity
tools such as CSET, and familiarity with CISA’s Cybersecurity
Performance Goals (CPGs).

- Qualifications, certifications, and technical skillsets of key personnel.

- Documented past performance, including references that attest to
quality, reliability, and timely delivery of services.

50

2. Technical Approach and Work Plan

The Proposer’s methodology and proposed plan for executing the project will
be reviewed to determine alignment with the needs of PRITS and the
requirements of the SLCGP-funded PR-6 initiative. Evaluation will consider:
- Clarity and feasibility of the proposed approach to support agencies
and municipalities in completing CSET/CPG assessments.
- Quality of the onboarding, orientation, and support strategy for
participating entities.
- Integration of PRITS oversight, communication flows, tracking
mechanisms, risk management, and reporting.
- Ability to meet the established project timeline (approximately April
20 —June 30).
- Approaches that ensure consistency, accuracy, and completeness of
assessments across all entities.

20

3. Cost Proposal

The Cost Proposal will be evaluated based on:
- Overall competitiveness and reasonableness of pricing.
- Alignment between proposed costs and the level of effort required to 30
carry out the Scope of Services.
- Cost-effectiveness relative to expected deliverables, staffing, and
support levels.
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4,

6.

Score

CRITERIA DESCRIPTION )
(points)

Financial Stability

Financial Stability: Demonstrated financial stability and resources to Pass/Fail
perform the services.

Compliance with Submission Requirements

Completeness: Compliance with all submission requirements,

including cover letter, executive summary, company profile, Pass/Fail
identification information, form of business, organizational chart, and

relevant certifications.

Additional Criteria (Preference)

Participation by Veteran-owned, MBE/WBE Registered Puerto Rico Up.toS
Businesses: Level, quality, and relevancy of participation by these points
businesses.

Bonus Criteria (Optional)

Value-Added Services (up to 5%): Proposals that offer additional value- Upto5
added services or capabilities beyond the core requirements, such as points
ongoing support, additional training, or advanced tools, may receive

additional consideration.

5.2 Evaluation Process

5.2.1 Evaluation Committee

PRITS will appoint an Evaluation Committee to evaluate and score the proposals based
on the criteria set forth in this SCON. As part of the evaluation process, the Committee
may consult with specialized advisers, consultants, and subject-matter experts as part
of the evaluation process.

5.2.2 Responsiveness Review

PRITS personnel/consultants will review all proposals to ensure they meet the
mandatory submission requirements. Proposals that meet all submission requirements,
allowing the Evaluation Committee to assess their qualifications and viability, will be
deemed “Responsive Proposals”. The Evaluation Committee will review and score all
Responsive Proposals based on the criteria set forth in this SCON.

5.2.3 Evaluation Guidelines
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Scoring Range: Each sub-criteria (excluding Pass/Fail criteria) will be scored based on
how well the proposal meets the expectations outlined in the SCON by using the
following scale:

Excellent (Full Points) Proposal fully meets or exceeds the criteria.

Good (75-99% of Points) Proposal meets most aspects of the criteria, with
minor areas for improvement.

Adequate (50-74% of Proposal meets some aspects of the criteria but has

Points) several areas that need improvement.

Poor (25-49% of Points) Proposal has significant weaknesses in this area.

Unsatisfactory (0-24% of Proposal fails to address the criteria.

Points)

Final Scoring: The Evaluation Committee will sum up the scores for each section to
determine the proposal's final score (excluding Pass/Fail criteria). Proposals must pass
the Pass/Fail criteria to be considered further.

5.2.4 Technical Evaluation

The Evaluation Committee will conduct a comprehensive and impartial evaluation of all
Responsive Proposals, following the process described in this SCON. After a preliminary
evaluation, the committee may establish a shortlist of Proposers who are qualified to
perform the required services, based on the supporting documentation provided. The
committee may also consider M/WBE certification during this process.

5.2.5 Shortlist

If deemed beneficial, the Evaluation Committee may create a shortlist of Proposers.
Shortlisted Proposers may be invited to make an oral presentation, submit clarifications,
respond to questions, or provide additional information.

5.2.6 References

The Evaluation Committee, at its discretion, may contact the references of shortlisted
proposers. This step is optional and may be utilized as needed. PRITS reserves the right
to consider additional references regarding the Proposers' performance on relevant
projects, including those not submitted by the proposer in their proposal. This may
include references from PRITS' own projects or other entities' projects.
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5.2.7 Price Proposal

After completing the technical evaluation and shortlist, if applicable, the Evaluation
Committee will open the price proposals of firms/teams deemed qualified. The price
evaluation will focus on its reasonableness, value to PRITS, the Government of Puerto
Rico, and its citizens.

5.2.8 Overall Evaluation and Final Recommendation

The Evaluation Committee will conduct a final evaluation based on the SCON criteria,
considering the proposals and any additional information or clarifications requested.
The committee will assess the Proposer’s experience, ability to perform, the value
offered, and the reasonableness of the proposed cost of services. Upon completing the
evaluation process, the Committee will score and rank each proposal and make a
recommendation to the CIIO.

5.2.9 Negotiations

The Evaluation Committee may recommend negotiations with "Qualified Proposer(s)".
These negotiations aim to allow Proposers to revise their Price Proposals. The goal is to
maximize the ability of PRITS to obtain the best offers based on the SCON requirements.
PRITS may request the submission of Best and Final Offers (BAFO) from one or more of
the highest-ranked Proposers or shortlisted Proposers. If negotiations with the highest-
ranked Proposer fail, PRITS may initiate negotiations with the next highest-ranked
Proposer. This process continues until a contract is successfully negotiated and
awarded. If a contract is not successfully negotiated, PRITS reserves the right to conduct
a new solicitation for the services under this SCON.

5.2.10 Best and Final Offer (BAFQ)

PRITS reserves the right to request a Best and Final Offer from finalist or highest-ranked
Proposers if necessary. The BAFO typically includes updated costs and answers to
specific questions identified during the proposal evaluation. The evaluation committee
will consider this information, including costs and responses, in the final evaluation. The
specific format for the BAFO will be determined during evaluation discussions.

5.2.11 Selection and Award Process

Following BAFO requests and negotiations, the Evaluation Committee will present the
final Best Value Proposal recommendation to the CIIO who reserves the right to accept
the Evaluation Committee’s recommendation or cancel the SCON and conduct a new
solicitation process. Once the CIIO has selected the proposal that complies with the
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requirements set forth in this SCON and represents the Best Value for the Government
of Puerto Rico, PRITS will issue a Notice of eligibility. However, selecting a proposal(s)
from a Proposer(s) does not constitute a formal agreement between the parties, nor
does any Proposer have the right to demand that the Government engage in any service
contract.

5.2.12 Rejection of Proposals and Cancellation of SCON

Issuing this SCON does not obligate the Government of Puerto Rico or PRITS to award a
contract. PRITS reserves the right to accept or reject any or all proposals, in whole or
part, and to cancel this solicitation and reissue the SCON if it serves the public interest
or the best interests of the Government of Puerto Rico, PRITS, or the impacted
communities. PRITS may disregard or waive any noncompliance, informalities, and
irregularities in proposals not identified as mandatory requirements when such action
serves the best interests of the public, the Government of Puerto Rico, PRITS, or the
impacted communities.

5.2.13 Confidentiality of Responses and Proprietary Information

After completing the SCON process, PRITS will make public its report on the
qualification, procurement, and selection process, excluding trade secrets, proprietary
information, or privileged and confidential information identified by Proposers.
Proposers should submit a redacted copy of their proposal with sensitive information
removed. If a redacted copy is not provided, PRITS will assume the original proposal can
be made public. Proposals with substantial content marked confidential or proprietary
may be rejected. PRITS cannot guarantee confidentiality, or proprietary claims will be
honored. Information marked as confidential or proprietary may be disclosed if
required by law. Awarded contracts and all prices will be publicly available. Any
information submitted as part of this SCON may be made available to DHS, the U.S.
Office of Inspector General, or other federal or state agencies for project evaluation and
compliance.

6 PRITS Reservation of Rights

PRITS reserves the right, without any constraints, to:

(i)

Order partial or total cancellation of this SCON when it serves the best interests of the
Government of Puerto Rico, regardless of the phase it is in, and without showing
cause, as long as it is before the formalization of the contract or issuance of a purchase
order. Cancellations will be notified through the PRITS website.
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(i)

(iii)

(iv)
(v)
(vi)

(vii)
(viii)

(ix)

()

(xi)

(xii)

(xiii)

(xiv)

(xv)

Dismiss any or all submitted proposals, overlook any informality in the SCON process,
or discontinue the SCON process at any juncture if considered to be advantageous or
in its best interests for the organization.

Disqualify and exclude from consideration any proposal that fails to adhere to the

requirements of this SCON, including but not restricted to partial proposals and/or

proposals suggesting alternative or unsolicited services.

Annul this solicitation and issue a new or modified version of the SCON if it is deemed

to be in the best interest of the Government.

PRITS shall not be obligated to compensate any proposer for expenses incurred in the

preparation of their response to this SCON.

Adjust estimated or actual quantities, either increasing or decreasing, as necessary

without any liability or prejudice, in the event of:

a. Unavailability of funding,

b. Imposition of legal constraints on the allocation of funds for this category, or

c. Moaodifications to PRITS' requirements made in good faith after the contract award.

Select multiple Proposers for the award based on their evaluation scores.

Solicit further information from all Proposers to assess their level of responsibility.

PRITS reserves the right to waive minor irregularities in proposals and may, at its sole

discretion, request additional or clarifying information from proposers to ensure a

thorough and accurate evaluation of the proposals received.

Communicate with any individuals, entities, or organizations that have engaged in

business dealings with the Proposer, regardless of their inclusion in the reference

section of the SCON submission.

In the event of premature contract termination due to the Contractor's non-

performance and/or withdrawal, PRITS retains the right to:

a. Pursue financial compensation (including but not limited to the withholding of
outstanding payments or the invocation of the payment and performance bond)
from the Contractor to cover expenses for interim services and/or to account for
the cost differential (between the terminated Contractor's rate and the new
company's rate) from the date of Contractor's termination through the contract's
expiration.

Modify the contract(s) of the Selected Proposer(s) to, among other things, prolong its

initial term, broaden the scope to encompass supplementary work related to the

services outlined herein, or diminish the scope to reduce work due to unsatisfactory
performance or unwarranted delays pertaining to the services described herein.

Engage one or more qualified proposers as a consequence of the selection of qualified

Proposers or the termination of this SCON.

In the event that the selected proposer is unable to execute the contract, PRITS

reserves the right to award the contract to the next highest-ranked proposer, and this

action will not be considered as affecting the concept of full and open competition.

Discuss and negotiate pricing with the awarded proposer(s) in relation to specific

orders under this solicitation.
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(xvi) Cease the contracting process with a selected proposer if the required contract
documents, including proof of insurance, are not furnished within ten (10) business
days following the Notice of eligibility Award.

PRITS reserves the right to initiate additional competitive solicitations at any point during the
resulting contract period, without penalizing the Selected Proposer(s) engaged through this
SCON, to procure supplementary services when deemed to be in the best interest of PRITS by the
Contracting Officer.

7 Future Contract Revision by the FOMB

Contracts resulting from this SCON may undergo FOMB review per their policy at
http://juntasupervision.pr.gov/documents/.

Page 30 of 52



http://juntasupervision.pr.gov/documents/

Appendix | — Scope of Services

The selected Proposer shall support the Puerto Rico Innovation and Technology Service (PRITS)
in executing the PR-6 Cybersecurity Risk Assessments and Analyses across government agencies
and municipalities using CISA’s Cyber Security Evaluation Tool (CSET) and the Cybersecurity
Performance Goals (CPGs) module. The goal is to provide standardized, actionable cybersecurity
maturity evaluations that support statewide risk reduction and alignment with the Puerto Rico
Cybersecurity Plan.

The Selected Proposer(s) must collaborate closely with PRITS and its authorized representatives
to execute the identified tasks effectively. The Selected Proposer(s) may also be required to
coordinate with other firms contracted by PRITS that are delivering services for other related
cybersecurity projects.

For every deliverable, the Selected Proposer(s) should anticipate PRITS' reasonable comments or
revisions (requests for changes) on the submitted documents. The Selected Proposer(s) must
incorporate revisions or provide clarifications requested by PRITS to ensure that all deliverables
meet the required standards and specifications.

The scope of services presented in this SCON is based on the circumstances existing at the time
the SCON is issued. PRITS reserves the right to modify or delete tasks or sub-tasks listed and, if
necessary, to add additional tasks prior to and during the term of the contemplated contract.

COORDINATION AND ADMINISTRATION

The Proposer shall work in close collaboration with PRITS to ensure effective planning, execution,
communication, and oversight.

1. Kickoff and Planning

1.1. Conduct a comprehensive kickoff meeting with PRITS outlining roles, responsibilities,
timeline, and communication protocols.

1.2. Develop a PRITS-approved Implementation Plan, including:
1.2.1. Assessment workflow using CSET/CPGs
1.2.2. Agency onboarding strategy
1.2.3. Support procedures
1.2.4. Progress tracking and escalation paths
1.2.5. Reporting and documentation practices

2. Coordination and Oversight
2.1. The Proposer shall work in close collaboration with PRITS to ensure effective planning,
execution, communication, and oversight.
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2.1.1. Maintain weekly coordination with PRITS on status, issues, and risks.

2.1.2. Provide weekly written progress reports summarizing completed tasks,
deliverables, and any project blockers.

2.1.3. Maintain detailed records of communications, support interactions, and
assessment activities.

ORIENTATION, TRAINING, AND SUPPORT TO AGENCIES

The Proposer shall support PRITS in preparing participating agencies and municipalities to
complete their CSET/CPG assessments.

1. Orientation and Guidance Materials

1.1 Deliver standardized orientation sessions on:
1.1.1 Installing and Navigating CSET
1.1.2 Completing the CPG module
1.1.3 Collecting evidence and documentation
1.1.4 Exporting results for PRITS review

1.2 Develop PRITS-approved user guides, templates, FAQs, and support materials for
consistent statewide implementation.

2. Technical and Procedural Support
2.1 Provide direct assistance to entities performing assessments, including remote or on-site
support as needed.

2.2 Offer troubleshooting for installation, configuration, CSET navigation, and CPG question
interpretation
2.3 Maintain a log of agency interactions, support hours, and technical issues encountered.

EXECUTION OF CSET/CPG ASSESSMENTS

1. Coordination and Monitoring
1.1. Support PRITS in scheduling, tracking, and managing assessments across agencies and
municipalities.
1.2. Ensure entities complete assessments within the defined project timeline (April 20— June
30).
1.3. Escalate delays, bottlenecks, or technical obstacles to PRITS promptly.

2. Quality Assurance and Validation
2.1. Validate that assessments are fully completed in CSET.
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2.2. Review responses for completeness, internal consistency, and alignment with CPG
expectations.
2.3. Flag potential discrepancies or missing information for PRITS follow-up.

ANALYSIS AND REPORTING

1. Individual Entity Reports
1.1. For each participating entity, the Proposer shall produce a structured analytical report
including:
1.1.1. Executive summary of the entity’s cybersecurity posture
1.1.2. Key findings derived from CSET/CPG results
1.1.3. Identified vulnerabilities and control gaps
1.1.4. Priority recommendations aligned to the Cybersecurity Performance Goals and
best practices.
1.1.5. Suggested sequencing and level-of-effort considerations for remediation actions

2. Umbrella Agency or Cluster Summaries

Where applicable, the Proposer shall consolidate results for agencies under umbrella
structures or supervisory departments, identifying systemic weaknesses and opportunities
for shared solutions.

3. Government-Wide Analysis
3.1. The Proposer shall prepare a PRITS-level analysis including:
3.1.1. Statewide cybersecurity trends
3.1.2. Common gaps across agencies
3.1.3. Maturity patterns and high-risk areas
3.1.4. Opportunities for centralized or SLCGP-fundable initiatives
3.1.5.Recommendations for updates to the Puerto Rico Cybersecurity Plan

DELIVERABLES

1. At minimum, the Proposer shall provide:
1.1. Implementation Plan
1.2. Orientation materials, templates, and guidance documents
1.3. Agency support logs and progress tracking dashboards
1.4. Completed CSET output files for each entity
1.5. Individual assessment analysis reports
1.6. Umbrella or cluster summaries (as applicable)
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1.7. Statewide Analytical Report
1.8. Final Closeout Package, including all documentation, communications, and deliverables.

COMPLIANCE WITH PRITS STANDARDS

The Proposer shall comply with all federal and local laws and regulations, and PRITS
cybersecurity, privacy, data-handling, and operational requirements throughout the
engagement, consistent with standard PRITS SCON expectations.

TARGETED ENTITIES

The Proposer shall prioritize the following entities (list below). However, all government agencies
and municipalities are within the scope of this SCON.

. Targeted
Targeted Agencies Municipalities
- Departamento de Seguridad Publica (DSP) - Aguada
o Negociado del Cuerpo de Bomberos de Puerto Rico - Camuy
o Negociado de Sistemas de Emergencias 9-1-1 - Carolina
o Negociado de Manejo de Emergencias y Administracion de - Catafio
Desastres (NMEAD) - Culebra
o Negociado del Cuerpo de Emergencias Médicas (NCEM) - Humacao
o Negociado de Investigaciones Especiales (NIE) - Lares
- Policia de Puerto Rico (PPR) - Ponce
- Departamento de Salud - Rio Grande
- Departamento de la Familia - Trujillo Alto
- Departamento de Hacienda - Vega Alta

- Departamento de Educacién
- PRITS
- Junta Reglamentadora de Telecomunicaciones (JRT-JRSP)
- Administracion de Servicios Generales (ASG)
- Genera
- LUMA
- Autoridad de Acueductos y Alcantarillados
- Autoridad de Puertos
- Autoridad del Puerto de Ponce
- Negociado de Transporte y Otros Servicios Publicos (NTSP/JRSP)
- Dept. de la Vivienda
o Administracion de Vivienda Publica (AVP)
o Administracion para el Financiameiento de la Vivienda (AFV)
- Dept. de Transportacién y Obras Publicas (DTOP)
o Autoridad de Carreteras y Transportacién (ACT)
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Targeted Agencies

Targeted
Municipalities
o Autoridad de Transporte Maritimo (ATM)

o Autoridad Metropolitana de Autobuses (AMA)

o Autoridad de Transporte Integrado (ATI) / Tren Urbano

Guardia Nacional (GN)

Oficina de Gerencia y Presupuesto (OGP)

Dept. de Agricultura (DA)

o Autoridad de Tierras (AT)

o Administracion para el Desarrollo de Empresas Agropecuarias

(ADEA)

o Corporacion de Seguros Agricolas (CSA)

Dept. de Correccidn y Rehabilitacion (DCR)

Dept. de Estado
Administracién de Servicios de Salud y Contra la Adiccién

(ASSMCA-Salud)

Departamento de Recursos Naturales y Ambientales (DRNA)

o Cuerpo de Vigilantes

o Junta de Calidad Ambiental
Oficina de la Gobernadora (Fortaleza)

GENERAL PERFORMANCE REQUIREMENTS FOR ALL DELIVERABLES

W

All deliverables must be submitted on time as per the specified frequency/due date.

Quality of deliverables must meet or exceed professional standards and be approved by
PRITS.

All deliverables must comply with relevant federal and Puerto Rico laws and regulations.
Deliverables must be provided in both English and Spanish as required by PRITS.

All financial and progress reporting must be accurate and reconcilable with PRITS and federal
grant records.

Deliverables must demonstrate a clear understanding of cybersecurity best practices and
their application to Puerto Rico's government context.

All plans and reports must be actionable, providing clear guidance for next steps or decision-
making.

Deliverables must be presented in a clear, concise, and professional manner, suitable for a
variety of stakeholders including technical and non-technical audiences.

STAFF REQUIREMENTS

The Selected Proposer(s) shall secure, at their own expense, all personnel required to perform

the services under the services contract. The Team Members and Staff must be prepared to %in
work within the first week after the contract execution date and may continue wor

ing
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Poincaré  Díaz Peña
no hay tiempo para esperar dos semanas


Solimar Marrero Solis
Arreglado. 


throughout the contract term. The Selected Proposer(s) must coordinate the availability of
resources with PRITS before commencing work. Project Leadership refers to the executive staff
responsible for leading and directly overseeing the Services delivery, while Staff refers to the
personnel responsible for executing the various services needed for the proper completion of the
tasks described in this Scope of Services. The Selected Proposer(s) must ensure that all services
are performed by professionals with the appropriate qualifications, skills, and experience
necessary to perform such services in accordance with applicable federal and local rules and
regulations.

During the contract period, the Selected Proposer(s) must provide a list of Team Members and
Staff to PRITS for consideration and approval if any personnel changes are needed. Any changes
to the Project Leadership and Staff require written authorization from PRITS before the new
personnel can commence work. Therefore, any services performed without PRITS" written
authorization cannot be invoiced and will not be reimbursed. PRITS reserves the right to request
the removal of any staff not fulfilling their expectations.

Organizational Chart and Staffing Plan

The Proposer(s) shall submit an organizational chart to PRITS detailing the proposed structure for
delivering services. This chart should include:

- The required number of personnel.

- Roles and responsibilities.

- Names of staff members or subcontractors.

- Planned level of effort and anticipated duration of involvement.

- Status of the positions (whether filled or needing to be hired).

- On-site availability, specifying which staff members will be working locally from Puerto

Rico.
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Appendix Il — Proposer Profile

Companies are required to submit their profiles using the provided form, which can be found in
the published SCON documentation. For individual Proposers, please submit your CV instead of

using Appendix Il.
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Appendix Il — General Certification and Notification Registry

This certification must be signed by the registered authorized person(s) as appears in the RUP and
submitted along with the proposal as presented in Section 1.2.

The undersigned as a duly authorized representative of the Proposer, hereby warrants, represent
and acknowledge, that:

1.

10.

11.

| understand that this proposal is only a request to participate in a preliminary process with
a potential execution of a professional services contract, and in no matter the final selection
shall be interpreted as a commitment or binding obligation of the Government of Puerto Rico.
Its agencies, corporations, offices or any governmental component to finalize or execute any
contract or purchase.

| understand that the approval submission of a proposal or the selection of a Proposer is not
an authorization from the Puerto Rico Innovation and Technology Service to begin providing
services without a valid legal agreement.

| understand that any false information provided here will result in the rejection of the
submitted proposal and/or immediate termination of participation in the project, even if this
fact is discovered after the proposal selection date or contract execution.

| acknowledge that including false information or documentation in violation of federal
and/or state legal provisions may be subject to civil, criminal, or administrative actions.

| guarantee there is no conflict of interest between myself, my corporation or entity members
and the PRITS or its employees and/or contractors.

| understand that as a Proposer, | will bear all the costs of preparing the proposal.

| understand and accept that failure to submit the required documents within the specified
timeframe may result in PRITS suspending the contract signing process, awarding the contract
to another qualified Proposer, and/or rescheduling the funds, as applicable.

All information submitted under this SCON will be part of documentation held by PRITS, being
disclosable subject to the provisions of Act No. 141-2019, Law on Transparency and Expedited
Procedure for Access to Public Information. If any Proposer wishes that any submitted
information be treated as confidential, the Proposer must designate it in his submission and
define which part(s) are to be treated as such. No general claim of confidentiality of the
proposal as a whole will be admitted by PRITS.

| understand and accept that the approval of proposals and the allocation of funds, as well as
the implementation of the project under this process, are subject to the approval and
allocation of funds to the Puerto Rico Innovation and Technology Service for the development
of the works/tasks included in this SCON.

| understand that | am required to fully cooperate with any government investigation related
to commercial transactions, contracts, or government incentives in which | have been
involved or from which | have benefited, whether directly or indirectly

| understand that pursuant to the authority granted under Executive Order OE-2021-029,
PRITS is authorized to conduct this competitive-like process under special procedures that
are independent of the standard procurement mechanisms established in Act No. 38-2017
(Uniform Administrative Procedure Act) and Act No. 73-2019 (General Services
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Administration Act for the Centralization of Government Procurement). Therefore, neither
Act 38 nor Act 73 applies to this SCON process, which is governed exclusively by the terms
and conditions published herein by PRITS.

SCON PROCESS NOTIFICATIONS

1. The Proposer hereby acknowledges and accepts that all notifications and communication
pertaining to this SCON will be conducted via email.

2. The Proposer hereby notifies and informs the following email addresses as the official email
addresses for these notifications:

e Primary Email Address:

e Secondary Email Address:
And requests PRITS that any notification regarding this SCON proceeding is sent to both of

the stated email addresses.
3. Also, PRITS, may publish notification(s) in PRITS website: https://www.prits.pr.gov/

4. The mere evidence of PRITS sending the email(s) shall be construed as evidence of the
notification(s).

5. Any “Reply” or “Reply to All” of a Notification will not be considered and will be disregarded.

6. Inany case that the Proposer wishes to amend any of the email addresses, must notify PRITS
electronically via email to: cyberfederalprocurement@prits.pr.gov. The email should have
the subject "CHANGE OF NOTIFICATIONS ADDRESS [PRITS-2026-001] Proposal <Your
Company Name>".

7. PRITS in no way is compelled to request a “Delivery Receipt” or “Read Receipt”. However, in
any case that PRITS request a “Read Receipt” the Proponent is compelled to authorize that a
“Read receipt” be remitted to PRITS.

8. For any time sensitive filings all Proposers must request a “Delivery Receipt”, and with the
remitted email be ready to produce it to PRITS upon request.

| hereby certify that all the information provided here is correct and that | am the Proposer or
the authorized person to represent the entity.

Name Signature

Position Date
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Appendix IV — Insurance Requirements

Professional Liability Insurance (Errors and Omissions)

Minimum Coverage: $1,000,000 per claim

$1,000,000 aggregate

Coverage must include:

Professional negligence

Errors and omissions arising from professional services

Additional Requirements

Proof of Insurance: The Selected Proposer(s) must provide PRITS with certificates of
insurance evidencing the required coverages before commencing any work under the
contract.

Additional Insured: PRITS and the Government of Puerto Rico must be named as an
additional insured on the Commercial General Liability, Automobile Liability, and
Umbrella/Excess Liability policies.

Waiver of Subrogation: The policies must include a waiver of subrogation in favor of PRITS
and the Government of Puerto Rico.

Notice of Cancellation: The policies must provide that PRITS will receive at least 30 days'
notice prior to any cancellation or material change in coverage.
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Appendix V — Provisions Required under SLCGP

A. Equal Opportunity. During the performance of the Agreement, the Selected Proposer(s)
agrees as follows:

1. The Selected Proposer will not discriminate against any employee or applicant for
employment because of race, color, religion, sex, or national origin. The Selected
Proposer will take affirmative action to ensure that applicants are employed, and that
employees are treated during employment, without regard to their race, color,
religion, sex, or national origin. Such action shall include, but not be limited to the
following: Employment, upgrading, demotion, or transfer, recruitment or recruitment
advertising; layoff or termination; rates of pay or other forms of compensation; and
selection for training, including apprenticeship. The Selected Proposer agrees to post
in conspicuous places, available to employees and applicants for employment, notices
to be provided by the contracting officer setting forth the provisions of this
nondiscrimination clause.

2. The Selected Proposer will, in all solicitations or advertisements for employees placed
by or on behalf of the Selected Proposer, state that all qualified applicants will receive
consideration for employment without regard to race, color, religion, sex, or national
origin.

3. The Selected Proposer will send to each labor union or representative of workers with
which he has a collective bargaining agreement or other contract or understanding, a
notice to be provided by the agency contracting officer, advising the labor union or
workers’ representative of the Selected Proposer’s commitments under section 202
of Executive Order 11246 of September 24, 1965, and shall post copies of the notice
in conspicuous places available to employees and applicants for employment.

4. The Selected Proposer will comply with all provisions of Executive Order 11246 of
September 24, 1965, and of the rules, regulations, and relevant orders of the
Secretary of Labor.

5. The Selected Proposer will furnish all information and reports required by Executive
Order 11246 of September 24, 1965, and by the rules, regulations, and orders of the
Secretary of Labor, or pursuant thereto, and will permit access to his books, records,
and accounts by the contracting agency and the Secretary of Labor for purposes of
investigation to ascertain compliance with such rules, regulations, and orders.

6. In the event of the Selected Proposer’s noncompliance with the nondiscrimination
clauses of the Agreement or with any of such rules, regulations, or orders, the
Agreement may be canceled, terminated or suspended in whole or in part and the
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Selected Proposer may be declared ineligible for further Government contracts in
accordance with procedures authorized in Executive Order 11246 of September 24,
1965, and such other sanctions may be imposed and remedies invoked as provided in
Executive Order 11246 of September 24, 1965, or by rule, regulation, or order of the
Secretary of Labor, or as otherwise provided by law.

7. The Selected Proposer will include the provisions of paragraphs (1) through (7) in
every subcontract or purchase order unless exempted by rules, regulations, or orders
of the Secretary of Labor issued pursuant to section 204 of Executive Order 11246 of
September 24, 1965, so that such provisions will be binding upon each subcontractor
orvendor. The Selected Proposer will take such action with respect to any subcontract
or purchase order as may be directed by the Secretary of Labor as a means of
enforcing such provisions including sanctions for noncompliance: Provided, however,
that in the event the Selected Proposer becomes involved in, or is threatened with,
litigation with a subcontractor or vendor as a result of such direction, the Selected
Proposer may request the United States to enter into such litigation to protect the
interests of the United States.

B. Education Amendments of 1972 (Equal Opportunity in Education Act). Title IX of the
Education Amendments of 1972, Pub. L. 92-318 (1972) (codified as amended at 20 U.S.C.
§ 1681 et seq.), which provide that no person in the United States will, based on sex, be
excluded from participation in, be denied the benefits of, or be subjected to
discrimination under any educational program or activity receiving federal financial
assistance. DHS implementing regulations are codified at 6 C.F.R. Part 17 and 44 C.F.R.
Part 19.

C. Energy Policy and Conservation Act. The Selected Proposer agrees to comply with the
requirements of the Energy Policy and Conservation Act, Pub. L. 94- 163 (1975) (codified
as amended at 42 U.S.C. § 6201 et seq.), which contain policies relating to energy
efficiency that are defined in the state energy conservation plan issued in compliance with
this Act.

D. Clean Air Act. The Selected Proposer agrees to comply with all applicable standards,
orders or regulations issued pursuant to the Clean Air Act, as amended, 42 U.S.C. § 7401
et seq. The Selected Proposer agrees to report each violation to PRITS and understands
and agrees that the PRITS will, in turn, report each violation as required to assure
notification to the Government of Puerto Rico, through the Environmental Quality Board,
DHS and the appropriate EPA Regional Office. The Selected Proposer agrees to include
the above requirements in any subcontract exceeding $150,000.00, which is financed in
whole or in part with Federal assistance provided by DHS.
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E. Water Pollution Control Act. The Selected Proposer agrees to comply with all applicable
standards, orders or regulations issued pursuant to the Federal Water Pollution Control
Act, as amended, 33 U.S.C. 1251 et seq. The Selected Proposer agrees to report each
violation to PRITS and understands and agrees that the PRITS will, in turn, report each
violation as required to assure notification to the Government of Puerto Rico, through the
Environmental Quality Board, DHS and the appropriate EPA Regional Office. The Selected
Proposer agrees to include the above requirements in any subcontract exceeding
$150,000.00, which is financed in whole or in part with Federal assistance provided by
DHS.

F. Solid Waste Disposal Act

1. The Selected Proposer shall comply with Section 6002 of the Solid Waste Disposal Act,
Pub. L. 89-272 (1965), (codified as amended by the Resource Conservation and
Recovery Act, 42 U.S.C. § 6962.) The requirements of Section 6002 include procuring
only items designated in guidelines of the Environmental Protection Agency (EPA) at
40 C.F.R. Part 247 that contain the highest percentage of recovered materials
practicable, consistent with maintaining a satisfactory level of competition.

2. In the performance of the Agreement, where the purchase price of the item exceeds
$10,000, the Selected Proposer shall use products composed of the highest
percentage of recovered materials practicable (and in the case of paper, the highest
percentage of the postconsumer recovered materials practicable), consistent with
maintaining a satisfactory level of competition, considering such guidelines. The
decision not to use such items shall be based on a determination that such products
cannot be acquired because:

1. are not reasonably available within a reasonable period of time;

2. fail to meet the performance standards set forth in the applicable
specifications or fail to meet the reasonable performance standards of the
procuring agencies; or

3. areonly available at an unreasonable price.

Information about this requirement, along with the list of EPA- designated items, is
available at EPA’s Comprehensive Procurement Guidelines web site,
https://www.epa.gov/smm/comprehensive-procurement-guideline-cpg-
program#tichange. Also see Executive Order 14057, section 101, Policy.
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G. Suspension and Debarment

1. The Agreement is a covered transaction for purposes of 2 C.F.R. pt. 180 and 2 C.F.R.
pt. 3000. As such, the Selected Proposer is required to verify that none of the Selected
Proposer’s principals (defined at 2 C.F.R. § 180.995) or its affiliates (defined at 2 C.F.R.
§ 180.905) are excluded (defined at 2 C.F.R. § 180.940) or disqualified (defined at 2
C.F.R. §180.935).

2. The Selected Proposer must comply with 2 C.F.R. pt. 180, subpart C and2 C.F.R. pt.
3000, subpart C, and must include a requirement to comply with these regulations in
any lower tier covered transaction it enters into.

3. This certification is a material representation of fact relied upon by (insert name of
recipient/subrecipient/applicant). If it is later determined that the Selected Proposer
did not comply with 2 C.F.R. pt. 180, subpart C and 2 C.F.R. pt. 3000, subpart C, in
addition to remedies available to (insert name of recipient/subrecipient/applicant),
the Federal Government may pursue available remedies, including but not limited to
suspension and/or debarment.

4. The Selected Proposer agrees to comply with the requirements of2 C.F.R. pt. 180,
subpart C and 2 C.F.R. pt. 3000, subpart C while this offer is valid and throughout the
period of any contract that may arise from this offer. The bidder or proposer further
agrees to include a provision requiring such compliance in its lower tier covered
transactions.

H. Byrd Anti-Lobbying Amendment. The Selected Proposer certifies, to the best of his or her
knowledge, that:

1. No Federal appropriated funds have been paid or will be paid, by or on behalf of the
undersigned, to any person for influencing or attempting to influence an officer or
employee of an agency, a Member of Congress, an officer or employee of Congress,
or an employee of a Member of Congress in connection with the awarding of any
Federal contract, the making of any Federal grant, the making of any Federal loan, the
entering into of any cooperative agreement, and the extension, continuation,
renewal, amendment, or modification of any Federal contract, grant, loan, or
cooperative agreement.

2. If any funds other than Federal appropriated funds have been paid or will be paid to
any person for influencing or attempting to influence an officer or employee of any
agency, a Member of Congress, an officer or employee of Congress, or an employee
of a Member of Congress in connection with this Federal contract, grant, loan, or
Current as of 1-9-17 11 cooperative agreement, the undersigned shall complete and
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submit Standard Form, “Disclosure Form to Report Lobbying,” in accordance with its
instructions.

The Selected Proposer shall require that the language of this certification be included
in the award documents for all subawards at all tiers (including subcontracts,
subgrants, and contracts under grants, loans, and cooperative agreements) and that
all subrecipients shall certify and disclose accordingly. This certification is a material
representation of fact upon which reliance was placed when this transaction was
made or entered into. Submission of this certification is a prerequisite for making or
entering into this transaction imposed by 31, U.S.C. § 1352 (as amended by the
Lobbying Disclosure Act of 1995). The Selected Proposer acknowledges that any
person who fails to file the required certification shall be subject to a civil penalty of
not less than $10,000 and not more than $100,000 for each such failure. The Selected
Proposer certifies or affirms the truthfulness and accuracy of each statement of its
certification and disclosure, if any. In addition, the Selected Proposer understands and
agrees that the provisions of 31 U.S.C. § 3801 et seq., apply to this certification and
disclosure, if any.

I. Access To Records

1.

2.

4.

The Selected Proposer agrees to provide the PRITS, the DHS Administrator, the
Comptroller General of the United States, the Comptroller of Puerto Rico and any of
their authorized representatives access to any books, documents, papers, and records
of the Selected Proposer which are directly pertinent to the execution of the
Agreement for the purposes of making audits, examinations, excerpts, and
transcriptions, and to allow said parties to reproduce by any means whatsoever or to
copy excerpts and transcriptions as reasonably needed.

The Selected Proposer shall not impede the PRITS, the DHS Administrator and their
respective authorized representatives access to construction or other work sites
pertaining to the services being performed under the Agreement, including all sites
where the Congregate Shelter and STEP programs are being implemented.

In addition, the Selected Proposer shall make available to PRITS as requested proof of
payment of any expenditure incurred under the Agreement.

The Selected Proposer agrees to maintain accurate records and files of all contract
documents, correspondence, book estimates, bills and other information related to
the Selected Proposer account. These documents shall be available for PRITS
examination at all reasonable times for a period of six (6) years after expiration of the
term hereof.
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Department of Homeland Security Seal, Logo and Flags. The Selected Proposer shall not
use the Department of Homeland Security seal, logos, crest, or reproductions of flags or
likenesses of DHS agency officials without specific DHS pre-approval.

. No Obligation by the Federal Government. The Federal Government is not a party to the
Agreement and is not subject to any obligations or liabilities to the non-Federal entity,
Selected Proposer, or any other party pertaining to any matter resulting from the
Agreement.

Program Fraud and False or Fraudulent Statements or Related Acts. The Selected
Proposer acknowledges that the False Claims Act, 31 U.S.C. §§3729- 3733, which prohibit
the submission of false or fraudulent claims for payment to the Federal Government and
31 U.S.C. Chapter 38 (Administrative Remedies for False Claims and Statements) applies
to the Selected Proposer’s actions pertaining to this Agreement.

.John S. McCain National Defense Authorization Act. The Selected Proposer
acknowledges that Pub. L. No. 115-232 (2018) and 2 C.F.R. §§ 200.216, 200.471 prohibits
obligating or expending federal award funds on certain telecommunications and video
surveillance products and contracting with certain entities for national security reasons.
See section 889 of the John S. McCain National Defense Authorization Act, Pub. L. No.
115-232 (2018).

. Drug-free Workplace. Selected Proposer shall establish procedures and policies to
promote a “Drug Free workplace,” in compliance with the Drug Free Workplace Act, 41
U.S.C. 701, et seq. Further, Selected Proposer certifies that it has advised its employees
of its policy to maintain a “Drug Free Workplace”, and the penalties that will be imposed
for drug use and abuse violations in the workplace. The Selected Proposer shall notify
PRITS if any of its employees is convicted or arrested of a criminal drug offense in the
workplace, notice to occur no later than ten (10) days after the date of conviction or
arrest.

. Interest of Members of Congress. It is understood that no member of the U.S. Congress,
delegate or Congressional Resident Commissioner shall in any way share or take part in
the Agreement or any benefit resulting from it.

Executive Order 13224. It is understood that EO 13224 and U.S. laws which prohibit
transactions with, and the provisions of resources and support to, individuals and
organizations associated with terrorism must be complied under the Agreement.

. Trafficking Victims Protection Act of 2000. Selected Proposer acknowledges that Section
106(g) of the Trafficking Victims Protection Act of 2000, 22 U.S.C. 7104 must be complied
under the Agreement. Therefore, PRITS may terminate the Agreement without penalty if
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the Selected Proposer engages in certain activities including severe forms of trafficking in
persons, Procuring a commercial sex act, and Using forced labor.

. USA PATRIOT Act of 2001. Selected Proposer acknowledges that Section 817 of the
Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept
and Obstruct Terrorism Act of 2001 (USA PATRIOT Act), which amends 18 U.S.C. §§ 175—-
175c¢, must be complied under the Agreement.

Whistleblower Protection Act. Selected Proposer acknowledges that the statutory
requirements for whistleblower protections (if applicable) at 10 U.S.C § 2409, 41 U.S.C. §
4712, and 10 U.S.C. § 2324, 41 U.S.C. §§ 4304 and 4310, must be complied under the
Agreement.

Age Discrimination Act of 1975. The Selected Proposer must comply with the
requirements of the Age Discrimination Act of 1975, Public Law 94-135 (1975) (codified
as amended at Title 42, U.S. Code, § 6101 et seq.), which prohibits discrimination on the
basis of age in any project or activity under the Agreement.

. Americans with Disabilities Act of 1990. The Selected Proposer must comply with the
requirements of Titles I, I, and Ill of the Americans with Disabilities Act, Pub. L. 101-336
(1990) (codified as amended at 42 U.S.C. §§ 12101- 12213), which prohibits recipients
from discriminating on the basis of disability.

. Civil Rights Act of 1968. The Selected Proposer must comply with the requirements of
Title VIII of the Civil Rights Act of 1968, Pub. L. 90-284, as amended through Pub. L. 113-
4, which prohibits recipients from discriminating in the sale, rental, financing, and
advertising of dwellings, or in the provision of services in connection therewith, on the
basis of race, color, national origin, religion, disability, familial status, and sex (see 42
U.S.C. § 3601 et seq.), as implemented by the U.S. Department of Housing and Urban
Development at 24 C.F.R. Part 100. The prohibition on disability discrimination includes
the requirement that new multifamily housing with four or more dwelling units— i.e., the
public and common use areas and individual apartment units (all units in buildings with
elevators and ground-floor units in buildings without elevators)—be designed and
constructed with certain accessible features. (See 24 C.F.R. Part 100, Subpart D.)

. Copyright. The Selected Proposer acknowledges the requirement of the applicable
copyright notices of 17 U.S.C. §§ 401 or 402 and an acknowledgement of U.S. Government
sponsorship (including the award number) to any work first produced under federal
financial assistance awards.
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X.

AA.

BB.

CC.

DD.

Federal Debt Status. The Selected Proposer is required to be non-delinquent in their
repayment of any federal debt. Examples of relevant debt include delinquent payroll and
other taxes, audit disallowances, and benefit overpayments. (See OMB Circular A-129.)

Federal Leadership on Reducing Text Messaging while Driving. The Selected Proposer is
encouraged to adopt and enforce policies that ban text messaging while driving as
described in E.O. 13513, including conducting initiatives described in Section 3(a) of the
Order when on official government business or when performing any work for or on
behalf of the Federal Government.

Fly America Act of 1974. The Selected Proposer acknowledges the requirement to comply
with Preference for U.S. Flag Air Carriers (air carriers holding certificates under 49 U.S.C.)
for international air transportation of people and property to the extent that such service
is available, in accordance with the International Air Transportation Fair Competitive
Practices Act of 1974, 49 U.S.C. § 40118, and the interpretative guidelines issued by the
Comptroller General of the United States in the March 31, 1981, amendment to
Comptroller General Decision B-138942.

Limited English Proficiency (Civil Rights Act of 1964, Title VI). The Selected Proposer
acknowledges the requirement to comply with Title VI of the Civil Rights Act of 1964, (42
U.S.C. § 2000d et seq.) prohibition against discrimination based on national origin, which
requires that recipients of federal financial assistance take reasonable steps to provide
meaningful access to persons with limited English proficiency (LEP) to their programs and
services.

National Environmental Policy Act. The Selected Proposer acknowledges the
requirement to comply with the requirements of the National Environmental Policy Act
of 1969, (NEPA) Pub. L. 91-190 (1970) (codified as amended at 42 U.S.C. § 4321 et seq.
and the Council on Environmental Quality (CEQ) Regulations for Implementing the
Procedural Provisions of NEPA, which require recipients to use all practicable means
within their authority, and consistent with other essential considerations of national
policy, to create and maintain conditions under which people and nature can exist in
productive harmony and fulfill the social, economic, and other needs of present and
future generations of Americans.

Hotel and Motel Fire Safety Act of 1990. The Selected Proposer acknowledges the
requirement to ensure that all conference, meeting, convention, or training space funded
in whole or in part with federal funds complies with the fire prevention and control
guidelines of Section 6 of the Hotel and Motel Fire Safety Act of 1990, 15 U.S.C. § 2225a.

Nondiscrimination in Matters Pertaining to Faith-Based Organizations. The Selected
Proposer acknowledges the requirement to ensure equal treatment of faith-based
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EE.

FF.

GG.

HH.

J.

organizations in social service programs administered or supported by DHS or its
component agencies, enabling those organizations to participate in providing important
social services to beneficiaries. Recipients must comply with the equal treatment policies
and requirements contained in 6 C.F.R. Part 19 and other applicable statues, regulations,
and guidance governing the participation of faith- based organizations in individual DHS
programes.

Patents and Intellectual Property Rights. The Agreement is subject to the Bayh-Dole Act,
35 U.S.C. § 200 et seq, unless otherwise provided by law. Recipients are subject to the
specific requirements governing the development, reporting, and disposition of rights to
inventions and patents resulting from federal financial assistance awards located at 37
C.F.R. Part 401 and the standard patent rights clause located at 37 C.F.R. § 401.14.

Rehabilitation Act of 1973. The Selected Proposer acknowledges the requirements of
Section 504 of the Rehabilitation Act of 1973, Pub. L. 93-112 (1973), (codified as amended
at 29 U.S.C. § 794,) which provides that no otherwise qualified handicapped individuals in
the United States will, solely by reason of the handicap, be excluded from participation
in, be denied the benefits of, or be subjected to discrimination under any program or
activity receiving federal financial assistance.

Build America, Buy America. The Selected Proposer acknowledges the requirements of
the “Build America, Buy America” provisions of the Infrastructure Investment and Jobs
Act and E.O. 14005 must be complied under the Agreement.

SAFECOM. The Selected Proposer acknowledges the requirements of compliance with the
SAFECOM Guidance for Emergency Communication Grants, including provisions on
technical standards that ensure and enhance interoperable communications.

Termination for Convenience: PRITS may terminate the contract, in whole or in part, for
its convenience if it determines that such termination is in the best interest of the
Government of Puerto Rico or the Federal Government. In the event of such termination
for convenience, the Contractor shall be entitled only to payment for services
satisfactorily rendered and accepted up to the effective date of termination, and shall not
be entitled to lost profits or any other consequential, incidental, or additional damages.

Contract Work Hours and Safety Standards Act (CWHSSA): The Contractor shall comply
with the Contract Work Hours and Safety Standards Act (40 U.S.C. 3701-3708). Failure to
comply may result in the assessment of federal penalties and contractual remedies, which
may include, without limitation, withholding of payments or termination of the contract
for cause.
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Any additional guidance, policy, or requirement from FEMA included in policy manuals,
the Public Assistance Program and Policy Guide (PAPPG), or DHS compliance documents.

By agreeing to participate in this process, Proposers acknowledge that PRITS must comply
with all federal requirements, and they agree to adhere to the mentioned regulations as
a condition for any award.
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Service Contract Opportunity Notice (SCON) PRITS-2026-001
Cybersecurity Assessments Services

Appendix VI — Submission of Inquiries

PROPOSER NAME
DATE

SCON
No. Question Section or SgO:l
document pag

10
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Service Contract Opportunity Notice (SCON) PRITS-2026-001

END OF SCON

Cybersecurity Assessments Services
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